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Part A: Introduction, Purpose, Scope of
Application, and Objectives

INTRODUCTION

DIRECT AGENT 5, INC. (DA5) is one of the Philippine Agents of Western Union
(WU) having been granted such authority under the Representation Agreement dated
18 October 2006, and subsequently renewed on 31 May 2011. DAGS is duly registered
with the Anti-Money Laundering Council (AMLC), Bangko Sentral ng Pilipinas
(BSP), and the Securities and Exchange Commission (SEC) as a covered
person. Aside from being a direct remittance agent, the BSP granted DA5
authority to act as Foreign Exchange Dealer (FXD) / Money Changer (MC) or to
engage in the business of buying and/or selling foreign currencies on real time basis
as defined under existing BSP rules and regulations.

The Board of Directors (BOD) of DA5, who has the ultimate responsibility to comply
with the AMLA, as amended, is fully committed to the detection and prevention of
money laundering and financing of terrorism activities. To ensure that the conduct of
business of DA5 as a covered person is in compliance with Republic Act (RA) 9160
(Anti-Money Laundering Act of 2001), as amended, as well as with the Circulars and
Memorandum of the SEC and the BSP, DAS issued the foregoing Board-approved
Money Laundering Prevention Program (MLPP).

This MLPP embodies DA5’s comprehensive and risk-based operating procedures
geared toward the promotion of high ethical and professional standards and the
prevention of the company being used, intentionally or unintentionally, for money
laundering and terrorism financing activities. This serves as a guide to ensure that
business units/partners/agents/stores and locations handling business relations and
transactions are in accordance with the scope of the guidelines prescribed by the
aforementioned law, rules and regulations. Further, it defines the guiding policies for
adequate prevention and control and includes procedures for the detection and
reporting of activities possibly linked to money laundering or the financing of terrorism
activities.

While it is the ultimate responsibility of the BOD to fully comply with the AML law,
rules and regulations and ensure that oversight is adequate, all DA5’s responsible
officers and staff, its sub-agents/locations and their employees, shall fully,
consistently and strictly comply with all of their AML obligations, as well as Western
Union policies and procedures, including those designed to combat money laundering
and terrorist financing activities.




SPECIFIC OBJECTIVES

To establish a written money laundering and terrorist financing prevention
compliance program, embodying all policies, appropriate monitoring and
management information system, internal controls, audit and related
procedures necessary to effectively implement the Program.

As a resource and guide to train employees, front line associates (FLA) and
Key Officers of DA5 and its Sub-agents (SA) and to have the latter implement
its related policies and procedures at all times.

As a guide for Senior Management and BOD oversight as required by the
BSP.

To follow the Program as a standard on reporting covered and suspicious
transactions to AMLC.




Part B: Policies and Standards

1. An Overview of Money Laundering and Terrorist Finan  cing

Money Laundering

Money Laundering includes how criminals change money and other assets into
clean money or assets that have no obvious link to their criminal origins.

As also defined by AMLA, as amended, Money Laundering is a crime whereby the
proceeds of unlawful activities are transacted thereby making them appear to have
originated from legitimate sources. AMLA, as amended, further provides that Money
Laundering can be committed by: (a) any person knowing that any monetary
instrument or property represents, involves, or relates to, the proceeds of any
unlawful activity, transacts or attempts to transact said monetary instrument or
property; (b) any person knowing that any monetary instrument or property involves
the proceeds of any unlawful activity, performs or fails to perform any act as a result
of which he facilitates the offense of money laundering; and (c) any person knowing
that any monetary instrument or property is required under the AMLA, as amended,
to be disclosed and filed with the AMLC, fails to do so.

The Three Basic Stages of Money Laundering:

1. Placement is the attempt to place funds in the financial system without
attracting attention.

2. Layering is the stage of the money laundering process where funds are
moved around to break the investigative trail. This movement often involves
a complex series of transactions to create confusion and complicate the
paper trail.

3. Integration is the ultimate goal of the money laundering process. Once the
funds are placed into the financial system and are hidden in the layering
stage, additional transactions are used to create the appearance of legality.
These transactions attempt to provide a plausible explanation for the source
of the funds.

The Risks of Money Laundering:

1. It hurts the community and our country.

2. It damages our business reputation.

3. It allows criminals and terrorists to use our financial system for their illegal
and unlawful activities.




4. Failure to take proper procedures to detect it can subject both DA5 and WU to
legal penalties.

A TYPICAL MONEY LAUNDERING SCHEME
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Terrorist Financing

Terrorist Financing is a crime committed by a person who, directly or indirectly,
willfully and without lawful excuse, possesses, provides, collects or uses property or
funds or makes available property, funds or financial service or other related services,
by any means, with the unlawful and willful intention that they should be used or with
the knowledge that they are to be used, in full or in part: (1) to carry out or facilitate
the commission of any terrorist act; (2) by a terrorist organization, association or
group; or (3) by an individual terrorist.

2. Responsibilities of the Board of Directors and Seni or Management

The AML Rules and Regulations provide that the BOD and Senior Management have
the ultimate responsibility to fully comply with the provisions of the AMLA, as
amended, and its RIRR. As part of DA5 sound risk management practices, this
includes among others, ensuring adequate and active Board and Senior Management




oversight; acceptable policies and procedures as embodied in this MLPP as herein
stated; ensuring appropriate monitoring and Management Information System;
comprehensive internal controls and audit, being adopted by our institution to ensure
that risks associated with money-laundering such as counterparty, reputational,
operational, and compliance risks are identified, assessed, monitored, mitigated and
controlled, and to ensure effective implementation of these MLPP as well as relevant
AML rules and regulations, the following are the AML pertinent policies, procedures
and guidelines which all DA5 personnel and all sub-agents shall comply with.

Senior management includes a person who is a board member, director, manager,
secretary, chief executive, member of the management or compliance committee, or
someone who carries out those functions.

One of the most important elements in combating money laundering and terrorist
financing in one institution is the commitment of the Senior Management in developing
and enforcement of an institutional AML program which can deter criminals from using
the institution’s facilities, products and services. Senior management shall be the
frontline in sending the signal that the corporate culture in preventing money laundering
and terrorist financing activities. As part of its anti- money laundering policy an
institution should communicate clearly to all employees periodically or on a regular
basis a statement that clearly sets forth its policy against money laundering and any
activity which facilitates money laundering or the funding of terrorist or criminal
activities. Such a statement should evidence the strong commitment of the institution
and its senior management to comply with all laws and regulations designed to combat
money laundering.

Assessment on the vulnerability of DA5 to money lau ndering and terrorist
financing

By the very nature of the business of DA5 as foreign exchange dealer / money
changer, and remittance agent, the company is clearly vulnerable for money launderers
and terrorist financing activities. The liquidity and transferability of its money service
allows money launderers to move their money quickly and easily from one product to
another, mixing lawful and illicit proceeds and integrating them into the legitimate
economy. It is vulnerable to being used in the placement, layering and integration
stages of money laundering to create complex layers of transactions. As such, DA5
has established effective and adequate AML Policies and Procedures / combating
money laundering and terrorist financing prevention program consisting of
system/mechanism for: customer identification process; on-going monitoring of
customers, accounts and transactions; record retention system, reporting of covered
and suspicious transactions; effective and continuous AML Training for all the
Directors, key officers and all staff; and other AML related policies and process to
mitigate, if not totally eliminated, the money laundering/terrorist financing (ML/TF) risks




Minimum Responsibilities

Senior management must:
Identify, and manage effectively, the risks that their business may be exploited
to launder money or finance terrorists.
Take a risk-based approach that directs more effort on higher risk customers
and transactions.
Appoint the Compliance Officer or in the absence thereof, any Manager/Officer
to report suspicious activity and ensure that DA5 complies with its obligations
under the AMLA, as amended.
Devote enough resources to deal with money laundering and terrorist
financing.

Actions required

Senior management must:
Carry out a risk assessment identifying where the business is vulnerable to
money laundering and terrorist financing.
Prepare a policy statement and procedures to show how the business will
manage the risks of money laundering and terrorist financing identified in risk
assessments.
Make sure staff is properly equipped to implement the policy adequately, and
develop systems to help them implement policy requirements.
Monitor effectiveness of the DAS5’s policies and procedures and make
improvements where required or as recommended by the Compliance Officer.

BOD and Senior Management are responsible for making sure that DA5 has risk-
based policies and procedures to reduce the risk that criminals may exploit the
business for financial crime. Policies and procedures address the level of risk that
DA5 may encounter in different circumstances. When higher risks are identified, staff
must take extra measures, and consider extensively whether to report suspicious
activity/transactions.

3. Policy Statement/Scope of Application

This policy statement outlines policies and procedures that are to be followed by all
Sub-agents/ locations, and all its employees, as well as DA5 employees when dealing
with customers and/or when carrying out transactions and requires that:

Staff or FLAs should only deal with those customers or conduct transactions
that are consistent with DA5 and WU's Customer Acceptance Policy;




Staff or FLAs identify customers, monitor their transactions and take steps to
mitigate the risk of the business being used for money laundering or terrorist
financing;

Transactions must be comprehensively and regularly monitored to ensure that
they are consistent with staff or FLA's knowledge of the customer/business
activities;

Enhanced customer due diligence checks and ongoing monitoring of
customers and transactions are applied to high risk customers;

The Compliance Officer receives reports of suspicious activity from staff or
FLAs and makes suspicious activity reports to the AMLC within the mandated
period for reporting;

Staff or FLAs are trained to recognize risks and understand what they should
do, including the importance of reporting suspicious activities to the
Compliance Officer;

Records on customers and transactions are kept as required by the AMLA, as
amended, and WU and,;

That the implementation of DA5 and WU policies and procedures are subject
to review by an independent entity, such as the internal or external/third-party
auditor.

4. Customer Acceptance Policy

Senior management of DA5 has determined that DAS and its SAs will not accept as
customers or conduct transactions with persons in the following circumstances:

The customer has been identified by credible sources as being a criminal, or is
associated with criminal groups;

The customer has been identified by credible sources as being a terrorist or is
associated with a terrorist group or activities;

The customer is from a jurisdiction identified by credible sources that has high
levels of criminal or terrorist activity;

The customer is involved in certain unlawful activities as provided/reported by
the AMLC which are considered to be high risk customers given the nature of
the source of funds;

The customer is from a jurisdiction where there is high level of unlawful
activities;




The customer has been the subject of request/referrals from the Financial
Intelligence Unit (FIU) or the Fraud Risk Management (FRM) Group of
Western Union;

The customer is from a jurisdiction which has been identified as high risk by
the FIU and the FRM tem of Western Union and/or the AMLC;

The customer is from a jurisdiction which DA5 has been identified as not
having implemented AML/CFT requirements which are consistent with those
policies and procedures followed by DAS5;

That the customer has been previously requested for interdiction by DA5 with
WU based on findings from transaction monitorings;

Staff or FLAs have reason to believe, based on the behaviour of the customer
or other factors (such as, but not limited to, failure to provide an adequate
reason for wanting to conduct the transaction or the source of funds and
failure to provide valid identification), that the transaction may be related to
money laundering or the financing of terrorism;

The customer refuses to divulge personal information required as part of the
Know Your Customer (KYC) Policies;

The customer is known to the FLA as transacting on behalf of another person
or entity or those which can be identified as a Third Party Transaction, subject
to control measures in certain exempting circumstances.

5. Roles and Responsibilities

Compliance Office

The primary task of the Compliance Office is the management and implementation of
DA5’s MLPP. This office, under the direction and supervision of the Compliance
Officer, shall have a direct reporting line to the BOD or any Board-level or approved
committee such as a Compliance Committee on all matters related to AML and
terrorist financing.




Compliance Officer

A compliance officer is appointed by senior management as required by the AMLA, as
amended, and its updated rules and regulations. The Compliance Officer is
responsible for:

Receiving from staff or FLAs and making covered or suspicious transaction
reports to the AMLC.

Developing and maintaining DA5’s anti-money laundering and counter-terrorist
financing policies in line with evolving statutory and regulatory obligations.

Supporting and coordinating management focus on the money laundering and
terrorist financing risk in business areas.

Assisting management to develop and maintain an effective anti-money
laundering and counter-terrorist financing compliance culture.

Ensuring that DA5’s anti-money laundering and counter terrorist financing
prevention risk management policies, risk assessment profile and their
application are adequately documented.

In consultation with Senior Management, determining and updating the money
laundering and terrorist financing risk-based approach and the risk
assessment of the firm’s customers, products, services, delivery channels and
geographic reach.

Developing internal procedures in line with the requirements of the AMLA, as
amended, and its updated rules and regulations.

Ensuring that all internal suspicious activity reports received are investigated
without delay.

Determining whether or not suspicions have substance and should be
reported to AMLC.

Providing initial and updated training for all relevant staff or employees,
including all FLAs who handle cash transactions and customer payments and
transactions.

Providing awareness training to employees, FLAs and senior management.

Ensuring that employees, FLAs and senior management are aware of their
obligations under the existing applicable laws, rules and regulations and DAS’s
policies and procedures and that the basis for the risk-based approach to
managing money laundering and terrorist financing risks is understood and
applied.

Preparing the monthly reports to the Board of Directors, Senior Management
and Compliance Committee making any recommendations for action to
remedy any deficiencies in policies, procedures, systems or controls and




following up on those recommendations.

Representing DA5 to all external agencies, e.g. supervisors/regulators or law
enforcement agencies, and any other third party enquiries in relation to money
laundering prevention or terrorist financing, investigation or compliance.

Ensuring that he/she is aware of any relevant sanctions, prohibition or
advisory notices issued by the BSP or AMLC. Also, if necessary, advising
management and relevant staff of the names of any individuals and institutions
on the sanctions list or other lists of prohibited customers.

Promptly responding to any reasonable request for information from the
regulator/supervisor and/or law enforcement agencies.

Ensuring that all required updates of the risk assessment reports and
enhanced monitoring processes are adhered to.

As embodied in the updated rules and regulations of the AMLA, as amended, the
Compliance Officer shall also have the following functions among other functions that
may be delegated by Senior Management and the Board:

Ensure compliance by all responsible officers and employees with the AMLA,
as amended, and its updated rules and regulations and DA5’s MLPP. He/She
shall conduct periodic compliance checking which covers, among others,
evaluation of existing processes, policies and procedures including on-going
monitoring of performance by staff and officers involved in money laundering
and terrorist financing prevention, reporting channels, effectivity of the
electronic money laundering transaction monitoring system and record
retention system through sample testing and review of audit or examination
reports. He/She shall also report compliance findings to the Board or any
Board-level committee;

Ensure that infractions, discovered either by internally initiated audits or by
special or regular examination conducted by the BSP, are immediately
corrected;

Inform all responsible officers and employees of all resolutions, circulars and
other issuances by the BSP and the AMLC in relation to matters aimed at
preventing money laundering and terrorist financing;

Alert Senior Management, the Board of Directors, or the Board-level or
approved committee if it believes that the institution is failing to sensibly
address anti-money laundering and terrorist financing issues; and

Organize the timing and content of AML training of officers and employees
including regular refresher trainings as stated in Section X809 of the Updated
Rules and Regulations, as further amended by Circular 950.

The Compliance Officer shall have appropriate background, skills and experience
required to ensure the effective performance of his/her duties.




Senior Management

Members of management or any Board-approved Management Committee, such as
the Compliance Committee are responsible for:

Ensuring that they adhere consistently to the DA5’s systems, controls, policies
and procedures to prevent money laundering and terrorist financing

Assisting to establish and maintain an effective compliance culture within the
company for combating money laundering, terrorist financing and other forms
of financial crimes

Ensuring that anti-money laundering and counter terrorist financing prevention
procedures are part of operational procedures




Ensuring that all day-to-day procedures contained in this MLPP Handbook are
working successfully and are being correctly applied

Advising the Compliance Officer of any problems in procedures that have
arisen and where changes to the procedures may be necessary to resolve
those problems

Monitoring the effectiveness of the policies, procedures, systems and controls
within their relevant business areas and assisting in the preparation of the
relevant reports to the Board

Assisting with the risk assessment of the company's customers,
counterparties, products or services and ensuring that the risk assessment is
reviewed and updated in the light of changing circumstances

Ensuring that the Compliance Officer is promptly advised where there are
reasonable grounds to know or suspect that activity, transactions or
instructions are linked to money laundering or terrorist financing

Ensuring that staff for whom they are responsible understand the company’s
risk-based approach to money laundering and terrorist financing prevention
and apply it appropriately in their day-to-day operations

Ensuring that all relevant staff receives anti-money laundering and terrorist
financing prevention training that is specifically tailored to their day-to-day
activities

Employees, Sub-Agents/Location’s Personnel/FLA

All of the above-mentioned are responsible for:

Remaining vigilant to the possibility of money laundering or terrorist financing
being committed using DA5’s network

Complying fully with DAb’s anti-money laundering and counter terrorist
financing procedures

Ensuring that no action is undertaken on behalf of a customer without a clear
understanding of the purpose and background of the transaction or activity

Promptly reporting to the Compliance Officer, where they have knowledge or
suspicion of money laundering or the financing of terrorism and other forms of
fraudulent activities, or where there are reasonable grounds to know or
suspect that money laundering or terrorist financing is being or has been
committed using DA5’s network

Refraining from tipping off any customer or other third party that a suspicion
report has been made or their account is under investigation either




internally by the Compliance Officer or externally by the Western Union
Compliance and Financial Intelligence Unit or supervising and regulatory
agencies

Assisting fully with any investigation

Completing a record of when they have received anti-money laundering
training and the nature of that training

Sub-Agents/Locations and their Personnel /FLAS

Additionally, the above-mentioned have further responsibilities, such as:

Strict compliance with AML law, rules and regulations

Execute a statement that complying with rules and regulations is the
responsibility of each individual in the institution in the normal course of
their assignments

Knowledge of the the rules and regulations that relate to his or her
assignment. Ignorance of the rules and regulations is no excuse for
non-compliance

6. Independent Audit/Review

An independent review and audit of the Compliance Program of and its
implementation by DA5 shall be conducted either by an internal auditor or by an
external/third party auditor, the engagement of which is upon recommendation of the
Compliance Officer. This review must be conducted at least once a year. The Auditor
shall have access to records pertaining to any related transaction during regular
business hours and on a mutually agreed schedule by the parties for the purpose of
auditing and reviewing such records. The review should cover the following areas and
be performed in accordance with established audit procedures including review
samples of transactions and account opening documentation.

The review of the Compliance Program should cover the following:
1. Readiness/General
a. Compliance of DA5S with all the laws, ordinances, rules and regulations,

as well as standards and procedures established by the Compliance
and Training Department, relating to this MLPP. This includes, but is
not limited to, registration with the BSP as a Remittance Agent.

2. Training Requirements
The training requirements including the timing and content of AML
training of officers and employees including regular refresher trainings
as stated in No. 9 of Part B: Policies and Standards of this MLPP
Handbook.

3. Know-Your-Customer (KYC) Requirements




a. Customer Identification and Verification as stated in No. 1 of Part C:
Procedures of this MLPP Handbook.

4. Suspicious Transactions and Activities as stated in No. 5 of Part C:
Procedures of this MLPP Handbook and corresponding reporting thereof to the
AMLC.

5. Record Keeping and Retention as stated in No. 8 of Part C: Procedures of this
MLPP Handbook.

6. Sub-Agent Oversight as stated in No. 7 of Part B — DA5’s Program Review of
its Sub-Agent’s Anti-Money Laundering Program and Location Audit

7. The completeness and coverage of the policies embodied in the DA5’s Money
Laundering Prevention Program Manual

This enumeration does not, in any way, limit the scope or coverage of the independent
audit, which should be parallel to the coverage of the BSP’s audit of money service
businesses employing the Anti-Money Laundering Risk Rating System (ARRS)




Results of reviews should be reported to the duly authorized or appointed Internal Audit
Officer of the company and the BOD or any board-approved management committee
including recommendations to rectify deficiencies identified.

7. Sub-Agent Oversight

In accordance with Subsection 4511N.2.c of the Manual of Regulations for Non-Bank
Financial Institutions which provides that

“xxx...Duly registered RTCs may accredit their own RSAs. The RSA
shall be treated as an extension of the RTC and shall be subject to the
same obligations of an RTC as provided in this Section and stated in the
Deed of Undertaking. In this regard, the RTC shall ensure that it
conducts appropriate due diligence in the accreditation and shall provide
effective continuing oversight of its RSA.xxx”"

In view hereof, all subagents/locations are subject to re-accreditation and renewal
process. DA5’s Agent/Sub-agent/locations and their personnel are mandated to follow
the foregoing AML Policies and Procedures without prejudice to formulating their own
money laundering and terrorist financing prevention program based on other products
other than remittance business. All agents/subagents/locations are expected to follow
and implement these Anti-Money Laundering (AML) rules and regulations specifically
the KYC procedures that apply to anyone who sends or receives money transfers. This
MLPP is designed to help sub-agents and their own employees in as much as DA5
employees with the following objectives:

Identify suspicious activity and transactions, and detect and prevent
money laundering and terrorist financing

Comply with DA5 and Western Union policies and procedures

Comply with the supervisory authority and regulatory recordkeeping
and reporting requirements particularly those AML regulations issued by the
AMLC, the BSP, as well as those issued by the SEC;

Recognize sanctions that may be imposed in connection to failure to
perform duties.

The content and information in this MLPP may help prevent DA5’ business and that of
its SAs from being victimized by money launderers and help the latter comply with the
AML law, rules and regulations. DA5, WU and the regulatory and supervisory bodies
do not want our institutions’ money service businesses to be used for illegal purposes.
Basic is the rule that we will not perform business with anyone who knowingly violates
the updated AML law, rules and regulations.

The following are the detailed Accreditation and Renewal Process of DAS5 in
compliance with Subsection 4511N.2.c of the Manual of Regulations for Non-Bank
Financial Institutions, as follows:

I.  Step-by-Step Procedures on Onboarding of Sub-Age  nts
a) Upon receipt of initial documents by the Business Development (BD)

Department, the Compliance and Training Department (CTD) will conduct
Know Your Agent (KYA) procedures and forward to WU for evaluation and




b)

d)

9)

approval. Please see Annex 1of this MLPP for the KYA sample of forms
and Annex 4 for the checklist of requirements.

Upon approval, CTD will request a Canada Certificate to WU for BSP
Remittance Agent License (RAL) requirement.

CTD will now submit additional requirements for WU Sub-agent Application
and forward to WU for evaluation and approval. Please see Annex 2 for the
WU Sub-Agent sample of forms and Annex 4 for the checklist.

Upon issuance of WU Certificate and approval of WU Sub-agent
Application, CTD will initiate registration with BSP for issuance of the RAL.
Please see Annex 3 for the BSP RAL sample of forms and Annex 4 for the
checklist.

Once RAL is granted to the SA, the owner and designated FLA of Sub-
Agent will undergo Basic FLA Training.

Once training has been completed, CTD will initiate enrollment of Sub-
Agent through Agent Portal for Terminal ID (TID), operator ID (OPID) and
WUPQS Certificates.

After enrollment with the above-mentioned IDs and issuance of WUPOS
Certificates, installation of the WUPQOS system shall be initiated on the Sub-
Agent’s approved personal computer and required software.

Conducting Due Diligence on Sub-Agents and othe  rPartners

a)

b)

c)

d)

DAS5 is committed to checking and reviewing all submitted documents of
prospective sub- agents.

Training and seminars shall be required by DA5 on sub-agents prior to
activation of the location.

DA5 is committed to updating of sub-agents via electronic mail, written
memo, fax on Fraud Alerts / Compliance Updates, circulars and etc. and
all matters regarding the latest rules and regulations promulgated by the
BSP and the AMLC and WU policies.

Random calls are made to check if all documents are received.

Monitoring team, consisting of the audit officer and compliance staff, are
assigned to strictly oversee sub-agent locations if guidelines are properly
implemented.

Guidelines which are not observed and violations found other than failure
to comply with the reportorial requirements of AMLA shall be dealt with
accordingly, to wit: sharing of OPIDs by FLAs will merit the sanction of
suspension of OPID already issued while the FLA without OPID will have
to undergo the mandatory basic training. For a complete list of DA5
sanctions and penalties on violations that may be committed by owners
and FLAs, please refer to Annex 8.




Developing and Implementing Training Programs

a)

b)

d)

After the issuance of the BSP COR, DA5 requires owners and FLAs to
attend the Basic FLA training program for newly approved locations to
ensure standards are maintained among location branches.

At least once a year, re-training is required for registered owners and FLAs
or as recommended by the CTD and/or Western Union.

Notification and issuance of reminders to owners three months prior to and
three months after the expiry of the training certificate.

Failure to attend the mandatory annual refresher training before and after
the three-month period to comply shall result to suspension of OPID of the
FLA until completion thereof.

Monitoring and Reporting of Activities and Tran sactions

a)

b)

The Audit Officer with the assistance of the CTD shall implement a
Program Review of all locations to assess and minimize Fraud Risk and
Violations of the AMLA as amended and its updated RIRR, as well as
Western Union policies. The Program review is based on the risk profiles
of sub-agents and locations which have been categorized into three
groups: (a) High Risk, (b) Mid-Risk and (c) Low Risk Sub-Agents.

The Audit Officer shall also recommend Sanctions and Penalties to be
imposed on SAs and FLAs who committed violations, subject to the
approval of the Compliance Officer.

The Audit Officer shall conduct close monitoring of audited locations found
to be non-compliant to WU and DAS5 policies and identified to be
vulnerable to risks of fraud and AMLA violations and shall ensure that
infractions have been rectified within a one-year period.

Program Review and Location Audit of Sub-Agents using a Risk based
Approach

a)

b)

The Audit Officer shall implement a Program Review and Location Audit of
sub-agents using a risk-based approached based on the risk profiling of all
sub-agents and locations. DA5’s Program Review of the SAs Anti-Money
Laundering Program is patterned after WU’s Program Review.

The Audit Officer shall ask questions to the Sub-Agent's Compliance
Officer and in the absence thereof, the FLA in-charge and obtain firsthand
information from sub-agents on the following major points for audit:
- Data Integrity

Training

Existence and Functions of the Compliance Office and

Compliance Officer, if any

Existence of Money Laundering Prevention Program (MLPP)

or Guidelines for Small-Scale Partners or Low-Risk Agents




Transaction Monitoring and Reporting
Record Keeping

c) The Audit Officer shall also obtain first-hand information from locations
which have been reviewed possible violations by the sub-agents and
recommend sanctions therefor to the Compliance Officer.




d) The Audit Officer shall also be updating all sub-agent locations, personnel,
FLAs on new guidelines, policies and other implementing rules and
regulations as mandated by the BSP, AMLC and WU.

e) For the audit of the locations, please refer to Annex 9 for the List of
Requirements for Location Audit.

VI. Documented Policy for Non-compliance with AMLr  equirements

a) The Audit Officer shall be taking the lead on the preparation,
documentation and coordination with relevant departments and sub-agents
on violations committed by the latter of WU and DA5 policies and
procedures as well as violations of the AMLA.

b) He will then furnish copies to Compliance Officer, who shall then
coordinate the same with the Western Union Compliance.

VII.  Escalation Process for Reporting Unusual or Su  spicious Activity

a) If a violation has been documented by the Audit Officer, sub-agent shall be
informed and undergo DA5 Escalation Procedures.

8. Risk-based approach in Managing AML/CFT Risk

In conducting customer due diligence, a risk-based approach is undertaken
depending on the type of customer, business relationship, transaction or activity. In
this regard, DA5 maintains a system that will ensure the conduct of customer due
diligence which shall include:

(DIdentifying the customer and verifying the true identity of the customer
based on official documents or other reliable, independent source
documents, data or information. In case of corporate and juridical entities,
verifying their legal existence and organizational structure, as well as the
authority and identification of all persons purporting to act on their behalf;

(2)Identifying the beneficial owner and taking reasonable measures to

(3)verify the identity of the beneficial owner, such that the covered person shall
be satisfied that it knows who the beneficial owner is, as well as the
ownership and control structure of the customer, in case of juridical entities
or legal arrangements;

(4)and, as appropriate, obtaining information on the purpose and intended
nature of the business relationship; and

(5)Conducting ongoing due diligence on the business relationship and scrutiny
of transactions undertaken throughout the course of the relationship to
ensure that the transactions being conducted are consistent with the covered
person's knowledge of the customer, their business and risk profile.

A risk-based approach takes a number of discrete steps in assessing the most cost
effective and proportionate way to manage and mitigate the money laundering and
terrorist financing risks faced by DAS5. These steps are to identify the money
laundering and terrorist financing risks that are relevant to DA5 in relation to its:




customers;

products

sub-agents; and

geographical areas of operation.

A risk-based approach serves to balance the cost burden placed on DA5 and its
customers with a realistic assessment of the threat of the company being used in
connection with money laundering or terrorist financing. A risk based approach
focuses the effort where it is needed and will have most impact.

The risk-based strateqy

The risk based approach recognizes that a customer’s profile/identification can be
determined at the start of the relationship but that the profile/identification of a
customer’s financial behaviour will build up over time, allowing the company to identify
transactions or activity that may be unusual or suspicious.

DAS5 adopted either normal or high risk customer cla ssification.

Customer due diligence shall be conducted/undertake when:

()it establishes business relations with any customer;

(2)It undertakes any occasional but relevant business transaction for any
customer who has not otherwise established relations with the covered
person;

(3)There is a suspicion of money laundering or terrorism financing; or

(4)There is doubt about the veracity or adequacy of previously obtained

customer identification data.

The person / officer in charge of the business relationship will establish the profile of
the customer, based on the supporting information and documents gathered and
available.

DAS5 has adopted a categorization of risk assessment e.g. high or normal/low. Criteria
for each category to determine differing levels and treatments of client identification,
verification, additional customer due diligence (Enhanced Customer Due Diligence or




ECDD), information together with the relevant guidance from the Financial Action
Task Force (FATF) and other agencies, the supervisory agencies and/or the AMLC.

Such information is subject to regular review and at least annually by the Compliance
Officer. The results are recorded for each customer and updated on the basis of risk.

The customer identification and its related documented risk assessment should reflect
the justification and reasoning of the assigned risk category, with clear
recommendation of the ongoing level of monitoring and the timeline for updating the
risk assessment and due diligence details. DA5’s identification program to reflect risk
includes:

Standard or Enhanced information dataset to be held in respect of all
customers.

Standard or Enhanced verification requirements for all customers.

Enhanced Customer Due Diligence (ECDD) or the higher level of identification
checks and/or requiring additional customer due diligence information, on
customer acceptance for higher risk customers as determined by the Risk
Assessment Categorization.

Where appropriate, more limited identity verification measures for specific
lower risk customer/product combinations; and

An approach to monitoring customer activities and transactions that reflects
the risk assessed to be presented by the customer, which will identify those
transactions or activities that may be unusual or suspicious.

In order to be able to identify customer transactions or activity that may be suspicious,
the firm has in place a monitoring program that is carried out with reference to the
risk-based approach. Higher risk customer/transaction combinations will be subject to
appropriate frequency and depth of scrutiny, which will be greater than normal/lower
risk combinations.

CUSTOMER RISK PROFILING

Setting up the criteria for classifying customers that are likely to pose normal/low or
high risk to its operations as well as the standards in applying normal and enhanced
due diligence including a set of conditions for the denial of account opening is critical at
the inception of establishing a business relationship with them. Accordingly, enhanced
due diligence (EDD) procedures shall be applied to customers that are assessed as
high risk for money laundering and terrorist financing such as those engage in money
service business such as: foreign currency dealer, pawnshops, remittance agent,
precious metal/jewelry dealer, and the like. Likewise, PEP and its associates are
considered high risk. See discussion below for high risk customers.

On the other hand, for customers assessed to be of normal risk such as an individual




customer with regular employment or economically productive activity, small account
transactions, and a resident in the area of the company’s office or branch, the conduct
of average due diligence will suffice. Entities considered as normal risk clients, these
are: Banking institutions, trust entities and banks authorized by the BSP to operate as
such, and publicly listed companies subject to regulatory disclosure requirements.

In order to know the level of due diligence and customer risk classification applicable to
the customer in the processes of acceptance, identification and Know Your Customer,
DAS5 considers the following risk factors:

1. Source of funds

2. Country of origin

3. Linked accounts

4. Office of Foreign Assets Control (OFAC) and UN Watchlisted entities/persons

5. Politically Exposed Person (PEP) and PEP relatives and

6. Business activities

Monitoring and improving the effective operation of DA5’s risk-based controls

Senior management recognizes that risk management generally is a continuous
process, carried out on a dynamic basis. DAS5 will ensure that the risk management
process for managing money laundering and terrorist financing risks is kept under
regular review.

“HIGH RISK” CUSTOMER CLASSIFICATION :

a.

Business Activity

There are certain business and/or industrial activities that due to their nature are
more likely to be used for money laundering and terrorist financing. Some activities
considered high-risk are as follows:

. Casinos, Gaming Centers, Racetracks

«  Money Remittance Companies

«  Money changers, pawnshops, foreign exchange dealers

+  Non-Governmental Organizations (NGOSs)

. Arms, weapon manufacturers, distributors and dealers

. Precious metals distributors and dealers

+ Antique dealers

+ Auction houses

«  Real Estate Companies

Politically Exposed Persons (PEP) or With “PEP” relations

Public corruption is considered as prominent cause for money laundering. This is
why having ties with people who hold or have held prominent public functions or
others who are closely connected with them, family members or close
associates, might pose a legal or reputational risk.

Politically Exposed Persons (PEPs) are those who have a high political profile, who
hold or have held public office, whether in their country or abroad. PEP shall
include the following:




Heads of State or of Government

Senior elected government officials, i.e., Vice-President, Senators,

Congressmen

3. Senior Local Government Unit (LGU) officials, i.e., Governor, Vice-Governor,
Mayor, Vice-Mayor

4. Cabinet Secretaries, Heads of Government Agencies, Bureaus and
Commissions

5. Senior executives of Government Owned or Controlled Corporations

6. Military officials, i.e., Head of the Armed Forces of the Philippines (AFP),
Philippine National Police (PNP) and of major services of the AFP

7. Judicial officials, i.e., Justices of the Supreme Court, Court of Appeals, Regional
Trial Courts and MTC Judges

8. Important political party officials.

N

Having business relationships with PEPs family members (1), close associates (2),
or companies controlled whether directly or indirectly (3) by PEPs represent
risks to the reputation of the company similar to those damages caused to the
reputation of PEPs themselves.

These groups are defined as follows:

1. Spouse; Parents or the spouse or partner of a parent; Child or the spouse
or partner of a child; Siblings.

2. Any person who is publicly known to have close business relations with the
PEPs.

3. Companies in which the PEP is the majority shareholder (holding over 50%
of the assets/equity) or final beneficiary (holding corporate will).

4. Companies in which the PEP is a minority shareholder (holding less than
50% of the asset/equity) so long as he exercises control or management
over the company or actively participates in the business activities of the
company.

If corrupted PEPs were to use the services of our company, it would cause
irreparable damage to our reputation and therefore lead to distrust of the
general public. This is why we must have access to information about the new
customer and evaluate all the public information there is available in order to
decide whether or not the new customer falls under the PEP category. It is not
realistic to think that we will be able to investigate every family member,
business or political associate of the potential customer. We will decide the
need to go more in-depth with the investigations depending on the potential
customer's volume of transactions, behaviour patterns, background, reputation
of their country of origin, how reasonable their explanations are, etc. We should
remember, however, that it is very unlikely that PEPs (or their family members
or friends) will come forward and introduced themselves as such. It is possible
that many will try to disguise their status. With regards to our institution, we will
by all reasonable means try to identify the beneficiary owners of the funds as
well as the true motives (financial, legal, etc.) as to why this type of intermediary
operating process has been chosen.

c. Geographic locations
Customers considered as high risk due to their geographic location are those who
have substantial connections in a high-risk country/city recognized as having
inadequate internationally accepted anti-money, laundering standards) , that is:




Companies/Customers that hold property, residence, offices or headquarters in
a high-risk country.

Companies/Customers whose majority shareholders or beneficiary owner ar
located in such countries.

If there are any other substantial connections/links that might be identified.

Or local areas in the Philippines considered as high risks. (source: AMLC
website — www.amlc.gov.ph)

Although Nationality is an important element, it is not determining factor to
classify someone as outright high-risk customer.

High risk customers are those who possess significant connections to activities
considered high-risk. The account official will have to determine whether the
connection is significant or not. There is a significant connection if the company is
involved in or if a large portion of the company's turnover comes from high-risk
activities.

d. Customer of Customers
This type of customer includes accounts opened by lawyers, accountants and
financial institutions conducting affairs on behalf of their clients. It is an area of
concern since money launderers will exploit the difficulty in establishing the identity
of beneficiaries behind trusts and companies. The concern applies particularly to
institutions, corporations, foundations and trusts that do not conduct any commercial
or manufacturing business in the country where their registered office is located.

Verification of identity procedures should be conducted in respect of all parties to
the account. If satisfactory evidence of identity is not readily available the
counterparty should be informed that the account cannot be operated without the
provision of full evidence of identity of the parties.

When an account is opened for a trust, any written authority to open the account
should be examined and the identity of the trustees should be verified. Where a
company is in liquidation or in receivership the identification procedures should be
followed as far as possible and a copy of a letter of appointment, or similar
document, should be seen and copied. Similar checks should be conducted for non-
incorporated bodies. Identity checks on partners who are authorized to operate a
partnership account should be conducted as if they were individual customers.

e. Based on on-going monitoring, customer’s transactions fall under suspicious
transaction activities or when the business unit suspects that the account is being
used in illegal activities or terrorist-related activities (for existing customer)

ADDITIONAL INFORMATION/DOCUMENTS FOR CUSTOMER CLASS IFIED AS “HIGH
RISK” — Enhanced Due Diligence

In addition to profiling of customers and monitoring their transactions, and on top of the
required minimum information/documents required for individual and corporate customers
(please see the minimum information/documents required for customer as stated below),
the following information/documents are required for customer classified as high risk or
where the risk of ML/TF are higher:




(a) In case of individual customers - (i) supporting information on the intended nature
of the business relationship/source of funds/ source of wealth (such as financial
profile, ITR, Loan Application, Deed of Donation, Deed of Sale, etc.);(ii) reasons for
intended or performed transactions; (iii) list of companies where he is a
stockholder, director, officer, or authorized signatory; (iv) other relevant information
available through public databases or internet; and (v) a list of banks where the
individual has maintained or is maintaining an account.

(b) In case of entities - (i) prior or existing bank references; (ii) the name, present
address, nationality, date of birth, nature of work, contact number and source of
funds of each of the primary officers (e.g. President, Treasurer); (iii) volume of
assets, other information available through public databases or internet and
supporting information on the intended nature of the business relationship, source
of funds or source of wealth of the customer (ITR, Audited Financial Statement,
Loan Application, Deed of Donation, Deed of Sale, etc.); and (iv) reasons for
intended or performed transactions.

Conduct validation procedures in accordance with the provision stated in this
CMLTFPP (see related provision on validation procedures);

Secure the Compliance Officer approval to commence or continue business
relationship/transacting with the customer;

Conduct enhanced ongoing monitoring of the business relationship, by,
among others, increasing the number and timing of controls applied, and
selecting patterns of transactions that need further examination;

Bank reference; or list of banks where the individual/corporation has
maintained or is maintaining an account;

List of companies where he is a Director, Officer or Stockholder;

Personal visit to customer’s residence and/or business office;

Where additional information cannot be obtained, or any information or document provided
is false or falsified, or result of the validation process is unsatisfactory, DA5 shall deny
business relationship with the customer without prejudice to the reporting of a suspicious
transaction to the AMLC when circumstances warrant.

1. Conduct validation procedures on any or all of the information provided as set forth
in the next succeeding Chapters;

2. Where additional information cannot be obtained, or any information or document
provided is false or falsified, or result of the validation process is unsatisfactory, DA5
will deny business relationship with the customer without prejudice to the reporting
of a suspicious transaction to the AMLC when circumstances warrant.

NORMAL RISK
Customers who did not fall into any of the aforementioned classification shall be considered
low/normal risk and shall be subjected to average CDD, such as:
a. individual customer with regular employment or economically productive activity
b. small account transactions (not more than P500,000 transaction)
c. resident in the area of the company’s office.
d. Some entities may likewise be considered as low/normal risk clients, these are:
Banking institutions, trust entities and banks authorized by the BSP to operate as
such, and publicly listed companies subject to regulatory disclosure requirements.

DA5 shall document how a specific customer was profiled by using the guidelines set forth
above in determining the risk level (normal/low or high) for each customer and what
standard of CDD (average - for normal/low risk) or enhanced (for high risk customer) was




applied.
Reassessment of customer risk classification

Re-assessment to customers shall immediately be performed regardless of risk level when
unusual or suspicious pattern of account is detected or when there is suspicion of money
laundering or terrorist financing or when there is a doubt about the veracity or adequacy of
previously obtained customer identification data. Otherwise, reassessment shall be done, at
minimum, as follows:

Risk Level Re-assessment:

* Normal Risk - every 3 years

* High Risk - every year

Updating of Information/documents

Customer's information and/or documentation must be updated at least 3 years (for
customers classified as NORMAL RISK or immediately under one of the following
circumstances:
. If customer information is insufficient or out of date
« At the request of the compliance officer within the framework of an ongoing
investigation
+  Atthe request of the auditors
. If any Red Flags are detected
. If there are any significant changes in the customer's behavior patterns.
. No transaction will be carried out with the customer if their identification
information is pending or out of date.




The review of customer risk assessment will form part of the Compliance Officer's
annual report to the Board/Senior Management. In addition, to ensure that DA5'’s risk
mitigation procedures and controls are working effectively, a monitoring process has
been put in place.

Enhanced Customer Due Diligence (ECDD) and Monitoring for Higher Risk
Customers

ECDD and monitoring procedures have been put in place for all accounts that are
considered to be high risk such as: PEPs, transaction going to or coming from
locations or areas and high-risk costumers.

DAS is committed to applying ECDD measures in situations that present a higher risk
of money laundering and financial crime whereby the Compliance Officer has
adequate oversight of all high-risk relationships.

DA5 keeps copies or reference to the evidence of the customer’s identity, risk
assessments/updated risk assessments and due diligence information for the
minimum period specified by the AMLA, as amended, and its updated RIRR after the
business relationship ends.

Managing the risk of terrorist financing

The controls that DA5 has in place in relation to terrorism will overlap with the anti-
money laundering measures covering risk assessment, customer due diligence
checks, transaction monitoring, screening processes, escalation of suspicions with the
authorities. The Compliance Officer and each staff member is responsible for
identifying sources of information of terrorist financing risks (e.g. press reports,
regulatory authority alerts, Financial Action Task Force Typologies, Court Judgments).

Terrorism contrasts with other types of criminal activity where financial gain is
generally the ultimate objective. However, terrorist organizations those operate either
on a global or national scale need money transfer facilities to:

Launder their funds.
Facilitate terrorist activities.

Terrorist organizations require financial support in order to achieve their aims. A
successful terrorist organization, like any criminal organization, is therefore one that is
able to build and maintain an effective financial infrastructure. Terrorists and their
organizations need finance for a wide variety of purposes: recruitment; training; travel;
materials; safe haven protection.




Tracking, intercepting, and strangling the flow of funds are key elements in the global
effort against terrorism. Intelligence that can be gained into terrorist networks by
knowing their financial transactions and dealings is vital as it can help protect national
and international security and uphold the integrity of national and international
financial systems.

Checking against sanction lists

Senior Management is required to be aware of the company’s obligations regarding
financial sanctions. It is the responsibility of the Compliance Officer to ensure that
customers are screened with appropriate escalation of actual target matches and
breach of sanctions in a timely manner.

One means of determining that relationships or transactions are connected with
terrorism and terrorist financing is where a customer features on a published list of
terrorist suspects or organizations.

To guard against the risk of handling terrorist funds, DA5 gives regards to Notices
issued through UN Security Council Resolutions and information from the FIU or
supervisory authority. DA5 adheres to any specific prohibition notices or any other
advisories relating to the country of operation.

9. Awareness raising and training of staff

Statutory Requirements

Training of Personnel. - (Rule 17.3 of AMLA, as amended, and its updated RIRR)

Covered institutions shall provide all their responsible officers and personnel with
efficient and effective training and continuing education programs to enable them to
fully comply with all their obligations under the AMLA and these Rules.

BSP Circular 706 (as amended by Circular No. 950):  (Authority of BSP under RIRR
Rule 17.1.b)

One of the primary task of the Compliance Office is to organize the timing and
content of AML training of officers and employees including regular refresher
trainings, in accordance with Sec X809 (or below):

Section X809. AML Training Program —

Covered institutions shall formulate an annual AML training program
aimed at providing all their responsible officers and personnel with
efficient, adequate and continuous education program to enable them to
fully and consistently comply with all their obligations under these Rules,
the AMLA, as amended, and its RIRR.




Trainings of officers and employees shall include awareness of their
respective duties and responsibilities under the MLPP particularly in
relation to the customer identification process, record keeping
requirements and CT and ST reporting and investigation of suspicious
and money laundering activities.

The program shall be designed in a manner that will comprise of various
focuses for new staff, front-line staff, compliance office staff, internal
audit staff, officers, senior management, directors and stockholders.

Regular refresher trainings shall likewise be provided in order to
guarantee that officers and staff are informed of new developments and
issuances related to the prevention of money laundering and terrorism
financing as well as reminded of their respective responsibilities vis-a-vis
the covered institution’s processes, policies and procedures.

Covered institution’s annual AML training program and records of all
AML seminars and trainings conducted by the covered institution and/or
attended by its personnel (internal or external), including copies of
AML seminar / training materials, shall be appropriately kept by the
compliance office / unit / department, and should be made available
during periodic or special BSP examination.

Consequently, DA5 will take appropriate steps to ensure that all relevant employees,
SAs and its FLAs are aware of:

The laws relating to money laundering and terrorist financing.

The risks that money laundering and terrorist financing pose to the company,
its business and operation.

How the company’s products and services may be used as a vehicle for
money laundering or terrorist financing and the company’s procedures for
managing this risk.

The vulnerabilities of DA5’s products and services.

How higher risk customers can increase DAS’s vulnerabilities.

DA5’s policies and procedures for money laundering and terrorist financing
prevention and its risk assessment strategy.

The identity and responsibilities of the Compliance Officer.

What the consequences are for them and for DAS if they fail to follow the
policies and procedures set forth in this MLPP Handbook including but not
limited to the escalation procedures to AMLC or any supervising authorities.

Compliance Office Obligations

DA5’s Compliance Office’s commitment to training and competency is to ensure that:




Employees are competent.

Employees remain competent for the work they do.

Employees are appropriately supervised.

Employees’ competence is regularly reviewed.

The level of staff or FLAS’ competence is appropriate to the nature of the
business.

Awareness Raising

All staff including FLAs will be made aware of their responsibilities and those of DA5
at the start of their employment and the statutory obligations under which DA5
operates and under which employees may be held personally liable.

All relevant staff including FLAs whether permanent or temporary will be made aware
of the importance of the contents of the policy and procedures contained in this MLPP
Handbook, especially the CDD requirements for money laundering and terrorist
financing prevention purposes. This will include the relevance of customer
identification procedures, the need to obtain additional CDD information and to
monitor customer activity.

DA5 is committed to providing staff including FLAs with adequate training and
awareness within the AML prevention training regime; also, in ensuring that staff
including FLAs are aware of their statutory obligations and personal responsibilities
for money laundering and terrorist financing prevention.

Sufficient training annually will be given to enable the staff and FLAs to recognize
when a transaction is unusual or suspicious within their business area, or when they
should have reasonable grounds to know or suspect that money laundering is taking
place. The training will also include the nature of terrorism funding and terrorist activity
to ensure that staff including FLAs are alert to customer transactions or activity that
might be terrorist related.

Ongoing Training

Ongoing training will be provided by DAS to all relevant staff including FLAs at regular
intervals. The methods of training will vary depending on the perceived need.
Training will be face-to-face seminars/workshops and through refresher computer-
based training. As money laundering risks differ depending on the particular nature of
the product or service and the method of delivery, the training will be tailored to the
nature of the relevant staff's day-to-day activities.

To ensure that DA5 can provide evidence that statutory requirements have been met,
the Compliance Officer will retain records setting out:

The dates when anti-money laundering and counter terrorist financing training
was given and the nature of that training.

The names of staff who received training.

The results of competency testing exercises, if applicable.




Part C: Procedures

1. Customer ldentification and Verification

VALID photo-bearing identification document for financial transactions.

Relevant staff including FLAs must obtain from the customer a form of identification
that is in Compliance with the law in the Philippines. The Customer Identification
details must be recorded on the customer forms and includes information such as the
type of document, the identification document number, the date of the issue and the
issuing location.

The following are the valid IDs in accordance with AMLA as amended and its updated
RIRR and Western Union Policies:

a. Passport including those issued by foreign governments
b. Driver’s License
c. Professional Regulations Commission (PRC) ID
d. Integrated Bar of the Philippines (IBP) ID
e. National Bureau of Investigation (NBI) Clearance
f. Police Clearance Certificate (Electronic)
g. Postal ID
h. Voter’s ID
i. Government Service Insurance System (GSIS) e-Card
] Social Security System (SSS) Card
k. Senior Citizen Card
I.  Overseas Workers Welfare Administration (OWWA) ID
m. OFWID
n. Seaman’s Book
0. Alien Certificate of Registration / Immigrant Certificate of Registration
p. Government office and GOCC ID (e.g. AFP, HDMF IDs)
g. Certification from NCWDP
r. DSWD Certification
s. Firearm License
t. Employment ID (Government and Private)
u. Student ID; and
v. Other IDs issued by the Government and its Instrumentalities
(Digitized)
Note:

MNLF ID is not considered a valid ID pursuant to BSP Circular
Nos. 608 & 657 (BSP clarification Sep 2009)

Minor customers (below 18 years old) are not allowed to send
money.




Minimum _Information/Documents Required for Individual Customers in
accordance with AMLA as amended and its updated RIRR:

! Name

" Present Address

# Date and Place of Birth

$ Nature of work, name of employer or nature of self-
employment/business

%  Contact details

&  Specimen Signature

' Source of Funds

( Permanent Address

) Nationality

I*  Tax ldentification Number, SSS number or GSIS number, if any; and

I Name, present address, date and place and birth, nature of work and
source of funds of beneficial owner or beneficiary, whenever
applicable.

Minimum Information/Documents Required for Corporate and Juridical Entities

1. Certificates of Registration issued by the Department of Trade and

Industry for Single Proprietor or Securities and Exchange Commission

for Corporations and Partnership, and by the BSP, for money

changers/foreign exchange dealers and remittance agents

Articles of Incorporation or Association and By-Laws

Principal business address

Board or Partners’ Resolution duly certified by the Corporate/Partners’

Secretary authorizing the signatory to sign on behalf of the entity

5. Latest General Information Sheet which Ilists the names of

directors/trustees/partners, principal stockholders owning at least twenty

percent (20%) of the outstanding capital stock and primary officers such

as the President and Treasurer

Contact numbers of the entity and authorized signatory/ies

Source of funds

Nature of business

Name, present address, date and place of birth, nature of work and

source of funds of beneficial owner or beneficiary,

10. For entities registered outside the Philippines, similar documents and/or
information shall be obtained duly authenticated by the Philippine
Consulate where said entities are registered.
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The aforesaid information will also be requested for natural persons who act as
administrators, representatives, agents and any other person authorized to act
on behalf of the customer — corporate/legal person.




2. Risk Management

Customer Risk Profiling

Relevant Staff including FLAs shall implement proper KYC (Know Your Customer)
procedures in identifying the customer and their transactions. If the FLA has doubt
on the information and documents provided, the relevant staff including FLAs shall
apply ECDD by asking more questions or gathering information and documents
available and applicable. Relay information to Compliance Officer and its staff of any
gathered data and/or activity by any customer that is deemed suspicious.

Customer Profiling — Aside from the minimum customer identification requirement,
FLAs are provided with below monitoring module to help them identify and validate
customers that are likely to pose low/normal or high risk to the operations as
well as the standards in applying reduced, average diligence to enhanced due
diligence.

SUSPICIOUS and/or High Risk Customers

These are customers who transacted in our network generated by the
system falls under one of the common red flags being encountered by DA5
for suspicious customers:

From many to one (various senders to one receiver);

From one to many (one sender to many receivers);

The sender does not appear to know his or her receiver and
transacted without purpose or no familiarity in their Middle and Last

Names.

Client sends money to high-risk countries which have links to drug
trade and terrorism and appears to have no familial relationship to
the receiver or with no legal trade or purpose.

The client transacted to high risk countries that are known as
narcotic countries.

The transaction/s is/are inconsistent with what would be expected
from the declared business of the consumer.

The client's occupation is not commensurate to sending huge
amounts of money or stated occupation of the client is not in keeping
with the level of his/her transactions.

Consumers using foreign names but of Filipino identity and
presenting government-issued IDs.

Consumers using fictitious name/s and identification.




Consumers transacting in behalf of others without supporting
document/s presented.

Consumer starts conducting frequent transactions in large
amounts when this has not been a normal transaction for the client in
the past.

Consumers sending/receiving money from or to different locations
within the same day.

The transactions of the client are conducted in small amounts but
with high frequency of transactions.

Consumers transacted two or more with different or the same
amount and conducted within a short period of time.

Consumer who has a small capital in business and tries to send or
receive huge amounts of money.

Consumer sending/receiving small or large amounts of money to
two or more receivers with no familial relationship and/or there is no
legal trade or no purpose indicated in the system or document/s
presented.

Consumer sending/receiving small or large amounts of money to
two or more receivers with no familial relationship and/or his/her
transaction/s is not appropriate for his/her monthly salary or business
income.

Different sender/s or receiver/s connected through common ID
number

Different sender/s or receiver/s connected through a common
contact number

Different sender/s or receiver/s connected through a common
address

Incomplete data captured (incomplete address, source of fund or
occupation is not indicated by the client)

Multiple one is to one (multiple transactions from one Sender to
one receiver)

Customers receiving huge amounts from the US or other countries
abroad that do not have familial relationship with the sender.

High volume receiver or receiver network with multiple




transactions on a daily, weekly or monthly basis.

Receiver with similar transaction patterns who come in groups or
transact within short intervals during the day.

Receivers who are minors or females in their early twenties (alone
or with companion) that pay out transactions received from males
sent from US or other countries abroad.

FLAs are mandated to perform ECDD when faced with H  igh Risk Customers.

Perform ECDD and Refuse transaction if warranted. ECDD must be performed on
potentially suspicious or unusual transactions and refuse to continue doing business
with a consumer if additional information cannot be obtained, or any information or
document provided is false or falsified, or result of the validation process is
unsatisfactory.

The following are ECDD procedures:

1.
2.

3.
4.

Request the consumer to provide complete information.

Establish purpose of the transaction and request for supporting documents to
determine legitimacy of its purpose.

Establish the relationship between these consumers.

Assess if the amount of money sent/received be justified (or is amount
commensurate to the purpose of the activity).

Once FLA has identified the transaction to be suspicious, FLA must refuse transaction
and request to have the consumer interdicted with the CTD.




Customers are classified into:

A. High Risk Customers — are customers in the “suspicious” list identified and
tagged by Compliance team based on data available, information provided by
FLAs and/or WU, compliance review and monitoring that needs additional
information and/or documentation to validate the monitored suspicious patterns
of activities associated with unlawful activities defined by AMLA, the alleged
purpose, relationship and others.

B. Low / Normal Risk Customers - are regular customers with normal and
legitimate transactions. Reputable record and business relationship with the
location has been established for a period of time. The volume (including total
amount) and frequency of his/her transactions remains significantly the same on
monthly or regular basis.

Although some customers need to be further reviewed and validated if necessary
to determine whether they match the above criteria.

Normal Risk Customers — are customers tagged automatically by the system as
“NORMAL” following the system defined criteria above.

FLAs would then be alerted proactively on the pattern of customer transactions.

Any monitored/observed deviation from the normal or past transaction must be
reported to the Compliance Team of DAS for further review and analysis.

For Low / Normal Risk Customers, average due diligence is being applied, wherein,
the minimum KYC or required information are being obtained.

C. Blacklisted Customers

Customers tagged by the CTD or WU under this category includes
those:

a) customers matching the WU Compliance rules, FRM
and GSI (Gov't Sanctions and Interdiction) RTRA ( Real
Time Risk Assessment)

b) identified and reviewed by DA5 Compliance team and
confirmed/validated also by WU to be conducting
illegal/unlawful activities

c) reported by FLAs as using different names supported
by various ID types presented and any monitored
suspicious activities that are reviewed and approved by
WU for interdiction.




d) FLAs who originally initiated/reported similar customer
or suspicious transaction activities that eventually gets
approved for interdiction by WU will be endorsed in the
WU Eagle Eye award.

e) Customers reported/provided by BSP, AMLC, NBI,
appropriate courts and other gov't/police authorities.

f) Customers under international watch list available in the
websites of FAT , FSRB (FATF Style Regional Bodies
Group) like Asia Pacific Group on Money Laundering
and the Egmont Group, authorities like OFAC (Office of
the Foreign Assets & Control) of the US Dep’t of
Treasury and the United Nations Sanctions List.

Identification of Suspicious transactions and its Common Indicators

FLA must apply due diligence to customers, on top of the normal or minimum
KYC on the following:

Vi.

Vil.

viii.

sending /receiving large amount or structuring transactions below reporting
threshold (either within the branch or several locations)

sending /receiving allegedly for business purpose but cannot provide any
supporting documents

sending /receiving in groups, two or more customers work together to
avoid requirements, or one customer seems to be dictated by others.

sending /receiving to/from countries identified with high unlawful activities,
such as Nigeria, Afghanistan and other identified terrorist countries.

customer changes story, nervous, in a hurry or displaying erratic behavior

refusal and/or unable to provide ID, or cannot provide major gov't issued
IDs in relation to his/her status or alleged business while sending large
amounts (such as SSS or GSIS, Passport, DL, or Employment ID of the
institution when alleged to be an employee).

Splitting of transactions without any valid/legal/lawful reason/purpose.

The FLA is asked to bend rules or was offered abribe.




Xi.

Xil.

several transactions are conducted in one day within the branch or at
different locations

transacting with no apparent business, legal or trade obligation, lawful
purpose or economic justification, or related to unlawful activities defined
in the AMLA.

same person/customer providing different names evidenced by the ID
types presented

No reasonable explanation

Common Indicators for human trafficking/cyber pornography/ cybersex or child

exploitation as defined in RA10365

Xiil.

Xiv.

XV.

XVi.

XVil.

XViil.

receiving from different male senders from different countries
without familial relationship.

Relationship stated is FRIEND, BOYFRIEND, FIANCEE, and later
becomes UNCLE, BROTHER, AUNTIE, SISTER but no familial
relationship or with foreign name.

met the senders through chat rooms, internet dating sites, etc.

receiving multiple transactions, high frequency (multiple in a day or
week) with minimal amount, common usually between US$10-50
or less than US$100 when using credit cards (due to some limit
requirements).

receivers are female teens, gay or homosexual, students, etc.

receivers are sometimes elderly but coming from different senders
from different countries, especially from the US, UK, Canada,
Australia, New Zealand and some European & Middle Easter
countries.




Politically Exposed Persons (PEPs) and With “PEP” relations

Public corruption is considered as prominent cause for money laundering. This is
why having ties with people who hold or have held prominent public functions or
others who are closely connected with them, family members or close associates,
might pose a legal or reputational risk.

Politically Exposed Persons (PEPSs) are those who have a high political profile, who
hold or have held public office, whether in their country or abroad. PEP shall
include the following:

9. Heads of State or of Governments

10. Senior elected government officials, i.e., Vice-President, Senators,
Congressmen

11. Senior Local Government Unit (LGU) officials, i.e., Governor, Vice-Governor,
Mayor, Vice-Mayor

12. Cabinet Secretaries, Heads of Government Agencies, Bureaus and
Commissions

13. Senior executives of Government Owned or Controlled Corporations

14. Military officials, i.e., Head of the Armed Forces of the Philippines (AFP),
Philippine National Police (PNP) and of major services of the AFP

15. Judicial officials, i.e., Justices of the Supreme Court, Court of Appeals, Regional
Trial Courts and MTC Judges

16. Important Political Party Officials.

Having business relationships with PEPs’ (1) family members, (2) close associates,
(3) or companies controlled whether directly or indirectly by PEPs represent risks to
the reputation of the company similar to those damages caused to the reputation of
PEPs themselves.

These groups are defined as follows:

5. Spouse, Parents or the Spouse or Partner of a parent; Child or the spouse
or partner of a child; Siblings.

6. Any person who is publicly known to have close business relations with the
PEPs.

7. Companies in which the PEP is the majority shareholder (holding over 50%
of the assets/equity) or final beneficiary (holding corporate will).

8. Companies in which the PEP is a minority shareholder (holding less than
50% of the asset/equity) so long as he exercises control or management
over the company or actively participates in the business activities of the
company.

If corrupted PEPs were to use the services of our company, it would cause
irreparable damage to our reputation and therefore lead to distrust of the general
public. This is why we must have access to information about the new customers
and evaluate all the public information there is available in order to decide whether
or not the new customer falls under the PEP category. It is not realistic to think that
we will be able to investigate every family member, business or political associate of
the potential customer or sub-agent. We will decide the need to go more in-depth




with the investigations depending on the potential customer's volume of
transactions, behaviour patterns, background, reputation of their country of origin,
how reasonable their explanations are, etc. We should remember, however, that it
is very unlikely that PEPs (or their family members or friends) will come forward and
introduced themselves as such. It is possible that many will try to disguise their
status. With regard to our institution, we will by all reasonable means try to identify
the beneficiary owners of the funds as well as the true motives (financial, legal, etc.)
as to why this type of intermediary operating process has been chosen.

DAS shall strive to establish and record the true and complete identity of PEPs
as well as their immediate family members and the entities related to them and
adopt the applicable policies and procedures given their position and the risks
involved.

DA5 shall adopt controls to mitigate the risks associated with doing business
with PEPs. To ensure that PEPs are properly identified so that risks associated with
doing business with them are controlled, DA5 shall ensure that Large Principal
Money Transfer (LPMT) approvals and regular transaction monitorings are in
placed and enhanced due diligence on customers identified as PEP are applied. If
the identified PEPs was determined to be involved with any activities associated
with money laundering or terrorist financing or any illegal or suspicious activities,
DA5’s designated Compliance Officer shall immediately report his transactions to
the AMLC.

DAS5 Policy on PEP, PEP-related Owners and PEP-relat ed Customers

All such accounts and relationships, including where PEP or any PEP-related person
is the beneficial owner, are classified as higher risk and in addition to completing the
account opening procedures and standard customer due diligence identification
checks, additional enquiries will be made to establish the source of wealth and the
source of funds to be used in the relationship.
These are the documents that DA5 will further require from PEP, PEP-related Owners
and PEP-related Customers:

Proof of address, utility bill (not more than three months old)

Statement of source of wealth

Latest Statement of Assets, Liabilities and Net Worth (SALN)

Reason for sending/receiving

Expected use of the money

Divulged associates of the customer with whom he is likely to do business or
otherwise




Media articles on the customer
Proof of identity and signature verification can be made.

Inquiries as to the reputation of the PEP or related individual should include:
Consultation with the Compliance Officer.

A review of generally available public information regarding the PEP or related
individuals, such as news articles from reputable sources.

Enhanced Due Diligence, monitoring of all transactions over the account on a
daily basis utilizing screening processes.

Background information on the PEP and his/her associates; this includes
internet and media news articles.

Full screening check against all sanctions list, crime lists, passport information
and media checks.

For customers who are categorized as PEPs, as part of the enhanced due diligence
process, DA5 will conduct an additional review of the account each month. The
results of these shall be recorded in the customer file and signed off by the
Compliance Officer and Senior Management.

The approval of send-out or pay-out transaction for PEP requires the prior approval of
the Branch Manager or Compliance Officer. The transaction details will be kept under
review by the Compliance Officer.

D. Reviewing CDD Information and Monitoring Customer T ransactions

The requirement to monitor customer activity and frequency thereof

DAGS is committed to conduct ongoing monitoring of their customer relationships which
includes:

Scrutiny of transactions throughout the relationship to ensure that they are
consistent with the customer’s business and risk profile.




Ensuring that documents, data and information are kept up to date.
Monitoring of daily, weekly, monthly and quarterly transactions.

For daily monitoring, covered transactions and data integrity issues shall

be

monitored. Weekly and monthly monitoring aim to detect high volume transactions,
structuring, splitting of transactions and other common-red flag patterns. Quarterly
monitoring aims to detect high volume transactions spread out in a longer period of
time which seems to be insignificant and hard to detect during monthly monitoring of

transactions.

Monitoring and updating will permit the customer’s risk assessment and profiles to be

kept up to date and enable the firm to establish a pattern of transactions.

Updating knowledge of the customer (in addition to the preceding provisions on

updating customer data/information)

The expected activities of all customers must be kept up to date by all relevant staff

including FLAs, with particular reference to:

documenting the customer’s transactions;

documenting events that are considered important for a sound knowledge of

customers and their activities;
noting customers with particularly large sums being sent or received,

providing easy and immediate access for the Compliance Officer to customer

and customer due diligence information; and
ensuring that the true recipient or sender of all the funds is known.

Documentation to be held in customer files should include KYC Documents
containing details.

The following specific trigger events will give rise to a full review of the CDD
information and documentation for a corporate or business client:

change of ownership.

change in the nature of the business.

significant increase in send-out or pay-out transactions.
noticeable changes in the nature of transactions or activity.

Undertaking a risk-based review

All accounts should undergo a general review of Customer Due Diligence/Enhanced
Due Diligence information, with the timing of the review being determined by their risk
rating. Higher risk customers/locations will be reviewed at least annually with lower

risk customers/locations being reviewed less frequently.

The risk review should either confirm that the original risk assessment is relevant or




should indicate where that assessment is no longer correct. The reasons for the
change should be recorded.

Monitoring transactions and activity

The most important safeguard against money laundering is the ability to detect
suspicious activities and to take further action to prevent recurrence of such activities.
Therefore, CTD should monitor all activities on an ongoing basis to ensure that:




the level and nature of activity in the accounts is consistent with the
customer’s known business or profession;

there are no unusual or suspicious transactions for which the CTD does not
have satisfactory explanations; and

all relevant information has been taken into account to assess whether there
are any reasonable grounds to suspect money laundering.

Reviews of activity will be written and retained as required under the company’s
record keeping policy.

E. Covered Transaction and Suspicious Transaction/Acti vity

DA5, as a covered institution duly categorized by AMLA, as amended, and its
updated RIRR, and its sub-agents, shall report to the AMLC all covered transactions
(CTR) within five (5) working days. Meanwhile, suspicious transactions (STR) are
required to be reported to the AMLC within five (5) working days from the occurrence
thereof, which is the date of determination of the suspicious nature of the
transaction. Determination should be made not exceeding ten (10) calendar days
from the date of transaction.

Should a transaction be determined to be both a covered and suspicious
transaction, DA5 shall report the same as a suspicious transaction.

The CTR & STR shall be submitted to the AMLC in a secured manner, in
electronic form and in accordance with the reporting procedures prescribed by the
AMLC. DA5 and its sub-agents as covered institutions shall provide complete and
accurate information of all the mandatoryfields required in the report.

In order to provide accurate information, the covered institution shall regularly
update customer identification information at least every three (3) years.

What is a covered transaction?

A covered transaction refers to a transaction in cash or other equivalent monetary
instrument involving a total amount in excess of Five Hundred Thousand Pesos (P
500,000.00) or its US Dollar equivalent within one (1) banking day. (AMLA, as
amended, and its updated RIRR)

What is a suspicious transaction or activity?

As the types of transactions that may be used by a money launderer are almost
unlimited, it is difficult to define a suspicious transaction or activity. Suspicion is
personal and subjective and falls far short of proof based on firm evidence. However,
a suspicion must at least have some foundation and not just be based on mere
speculation.

A suspicious activity or transaction will often be:




Any transaction or instruction that is not logical from an economic or financial
point of view.

Any transaction where the amount, duration or other specific feature is
inconsistent with the customer's professional or business activities, or
expected account activity.

Meanwhile, the AMLA as amended and its updated RIRR defines suspicious
transactions as transactions with covered institutions, regardless of the amount
involved, where any of the following circumstances exist:

1. There is no underlying legal trade or obligation, purpose or economic
justification;

2. The client is not properly identified;

3. The amount involved is not commensurate with the business or financial
capacity of the client;

4. Taking into account all known circumstances, it may be perceived that the
client’s transaction is structured in order to avoid being the subject of reporting
requirements under the AMLA, as amended;

5. Any circumstance relating to the transaction which is observed to deviate from
the profile of the client and/or client's past transactions with the covered
institution;

6. The transaction which is in any way related to an unlawful activity or any
money laundering activity or offense under the AMLA, as amended, that is
about to be, is being or has been committed; or

7. Any transaction that is similar or analogous to any of the foregoing.

Recognizing suspicions

The process of recognizing suspicions has three components:

1. Having sufficient knowledge about a customer’s normal expected activity.

2. With enough knowledge you are able to distinguish the abnormal or unusual
from the normal or usual.

3. As aresult, you can then recognize what might be suspicious.

Examples of suspicious transactions are included in Annex 7 of this Manual.

Most transactions are sent for simple reasons. There should be an apparent
legitimate relationship between the sender and receiver. Being friendly with
consumers and engaging them in conversation during the transaction process is part
of providing good customer service, but it also may reveal something about the
consumer of the transaction that seems unusual or just doesn’t make sense.

The following behaviours may indicate that the transaction is suspicious:

The consumer is nervous, rushed, or aggressive.




The consumer is reluctant to show identification or the identification seems
unusual, false, or altered.

The consumer offers money or gifts in exchange for allowing them to avoid
certain record keeping requirements.

The consumer makes treats to deter record keeping or reporting.

Transactions Involving Large Amount of Cash

Large and regular transactions that cannot be identified as bona fide
transactions. Especially likely to be suspicious if sent to countries associated
with the production, processing or marketing of narcotics or other illegal drugs.
Transactions sent to the same beneficiary by a large number of different
persons without an adequate.

Consumers Avoiding Thresholds

Consumers may attempt to structure transactions to fall beneath record keeping or
reporting requirements. Those consumers may break up or “split” transactions to keep
them below the reporting amount. For example:

Consumers who routinely conduct multiple Western Union transactions in
amounts below government or Western Union record keeping requirements.
One or more consumers who send Western Union transactions to the same or
related receivers.

Consumers who enter an Agent location with another consumer and each tries
to send amounts below government or Western Union record keeping
requirements to the same or related receivers or locations.

Consumers who frequently conduct transactions in amounts just under the
reporting or record keeping requirements.

Two or more consumers who work together to avoid requirements.




Suspicious or Unusual Transactions for Receivers

The following unusual factors that may indicate that a receive transaction is
suspicious.

Consumers who are reluctant to provide information needed for a reporting or
record keeping requirement.

Consumer who present different identification each time they receive a
Transaction.

Consumers who spell their name differently or use a different name each time
they receive a transaction.

Any person who bribes or attempts to bribe an employee not to file a required
report.

Consumers without a local address, who appear to reside locally because they
regularly use a Western Union location.

A business consumer who receives money transfers from persons in other
countries when the nature of the business would not normally involve
international transfers.

Consumers who receive a number of small transactions on the same day, or
within several days, and then send one or more transactions of about the
same amount to another person.

Consumers who receive frequent transactions or large amounts from persons
located in foreign countries (without a plausible explanation such as support
from a family member working overseas).

Consumers who receive transactions and immediately purchase drafts or
money orders for payment to a third party.

Consumers who receive a transaction and immediately send a transaction to
another party (without a plausible explanation such as sharing with another
family member support received from a family member working overseas).
Consumers using anonymous or fictitious names to receive transactions.

Refusing Transactions

If a Front-Line Associate (FLA) is uncomfortable about a transaction they
should ask for help from a more experienced associate or contact the Network
AML Corporate Officer. The other person might ask or observe something that
will explain the transaction and they can also help diffuse a tense situation. It
is always good to have another person listen to the consumer’s story.

In the end, if you are uncomfortable with a transaction, you should not send it.
It is important to remember that even if the transaction is not sent, the law in
your country might still require that it be reported as a suspicious transaction.

Notification and reporting of suspected fraud or other criminal activity

Any employee including FLAs or management, who discovers or suspects fraudulent
or other criminal activity, including terrorist financing, must contact the Compliance




Officer and complete a Suspicious Transactions Report. Failure to report a
reasonably grounded suspicion, or reckless disregard of signs that should raise a
suspicion, will be regarded as a disciplinary offence and could constitute a criminal
offense.

Any employee including FLAs who reports a suspicion or is otherwise aware that an
investigation is or may be being conducted must take particular care at all times to
avoid committing a tipping-off offense, that is informing the customer or other parties
that report of suspicion has been provided to the Compliance Officer.

Duty to report and investigate suspicions of money laundering or terrorist financing

It is the duty of every employee to report any suspicious transactions or
activity to the Compliance Officer. Reporting should be done using the
reporting procedures set out in this section.

All internal reports must reach the Compliance Officer and must not be
blocked at departmental level.

The Compliance Officer will investigate the report. He/She will decide on the
basis of all available information and additional enquiries whether or not the
transaction/instruction remains suspicious or whether there is some additional
information that removes the suspicion.

The Compliance Officer must, on request, be provided with all information
relating to any of the customer to enable him to assess a report and to
determine whether there is any information in DA5’ possession that would
remove the suspicion.

If the Compliance considers the suspicion to be justified, he will prepare a
report as required by the AMLA as amended and its updated RIRR as
warranted by the Board or Senior Management. The Compliance Officer's
decision in this regard must be his own, and should not be subject to the
direction or approval of other parties in DA5.

Procedures for reporting suspicions

Employee with any suspicion of money laundering, or terrorist financing must report it
immediately to the Compliance Officer.

In the event of a potential financial sanctions target match that clearly identifies a
name/entity as suspicious, then reference should be made immediately to the
Compliance Officer. The transaction should not be completed until such time as
approval has been received.

How to behave when faced with an abnormal/suspicious transaction or activity

An employee including FLAs faced with a customer, transaction or situation that they
feel is suspicious must:




Immediately seek the advice of the Manager who will decide whether to accept
the transaction, or whether immediately to submit details to the Compliance
Officer to enable him to make a decision.

As far as technically possible, delay execution of the transaction to enable a
decision to be made.

Take note of all information available on the proposed transaction. Photocopy
documents submitted, if possible.

Never mention in any manner whatsoever, the actual reason for delay or
reluctance to execute the transaction requested.

Remain evasive about the internal decision-making procedures, with respect
to the transaction in question.

Except where necessary to protect the interests of the company, do not re-
contact the customer, except only in exceptional circumstances and then only
at the direction of the Compliance Officer.

Compliance Officer Procedures

When the Compliance Officer receives a suspicion report he/she will log it, allocate a
reference number and acknowledge receipt. He/she will then undertake sufficient
inquiries to determine whether or not, in his/her judgement, the abnormal transaction
is suspicious. This action must be undertaken promptly.

The Compliance Officer may wish to review:
the CDD or ECDD information
historical transaction patterns and
any previous suspicion reports.

The Compliance Officer may wish to discuss the report with:
the Sub-agent
the Board and Senior Management of DA5 or other members of management
as may be appropriate
the Western Union Compliance

The Compliance Officer will:
document his inquiries and the reason for disclosing/deciding not to disclose
the suspicious transaction report to the Financial Intelligence Unit.

Split Transactions Reporting

This splitting policy provides guidance regarding the handling of two or more
transactions that, whether intentionally or unintentionally, avoid a record keeping
requirement or transaction limit control. There are many possible scenarios for a split
transaction. The term “split” is defined as follows:

A transaction that is broken apart for the purpose of decreasing the amount of
each single transaction.

The activity of splitting




Separating one transaction into two or more transactions which can be done
for legitimate reasons or it can be done for illegitimate reasons.

An example of improper splitting is a follows:

A consumer splits a transaction in order to evade a record keeping requirement. DAS
can see the consumer’s actions and are thus in a position to make a decision as to
whether the split is for a legitimate reason or not. It is the Agent’'s responsibility to
follow up as appropriate. If the Agent believes the activity is suspicious, the Agent
must follow the procedures for the handling of suspicious activity. Those procedures
might require you to:

file a suspicious activity/transaction report
refuse the transaction

DA5 has documented their procedure and that all FLAs handling Western Union
transactions are trained and aware of the policies.

Flip Transactions Monitoring

Flip Transactions Monitoring, the objective of this procedure is to identify transactions
where the customer receives money then send the same funds and vice versa in the
same day and same location.

5. Identifying and Reporting Large Principal Money Tra  nsfer (LPMT)

A Large Principal Money Transfer refers to any transaction with a principal amount at
or above a threshold set by Western Union. In the Philippines, the amount is
P500,000.00 or its equivalent in the applicable currency based in the recent exchange
rate. The LPMT limit is set by Western Union.

This policy on LPMT is designated to limit the risks of all parties: the Sending Agent,
Paying Agent and Western Union. The LPMT process also helps Western Union to
monitor and document transactions and to identify and prevent transactions that might
be associated with money laundering and other illegal activities.

Policy on LPMT transactions

As with any DA5 inbound and outbound transaction, LPMTs are not permitted
for minors.

No changes are permitted to the transaction following the submission of the
LPMT for approval.

Valid identification of the Sender must be provided.

Valid identification of the Receiver must be provided before the transaction
can be paid.




Refused or incomplete transactions must be reported to the Compliance
Officer.

The transaction cannot be sent until it has been approved by the Compliance
Officer.

The LPMT Procedure

The LPMT procedure requires approval from the Compliance Officer and Customer
Service Department (CSD) Manager. To ensure prompt response to any LPMT
request, it is important for the relevant staff including FLAs to get all the facts of the
transaction(s), obtain any required supporting documents and complete the LPMT
form accurately before contacting the Compliance Officer and CSD Manager.
Obtaining complete and accurate information is useful to the decision makers. There
are special handling requirements for LPMT transactions and the following sections
are guidelines to ensure smooth operations.

While the LPMT procedure is designed to prevent abuse, DA5 must always remember
that the company needs to provide good service. The attitude to the customer should
be open and friendly.

Obtain all the information needed while focusing on customer service. The use of
open-ended questions and interest in the customer should put them at ease.

LPMT Procedures
1. Inform customer to complete the LPMT Form and provide Supporting Documents

2. Verify completeness of LPMT Form and Supporting Documents
3. Input Sending Agent Information on LPMT Form

4. Forward Completed TSMF, LPMT Form and Supporting Documents to DA5
Compliance and Customer Support Department

Examples of GOOD supporting documents

1. Documents (such as letters, contracts, invoices, receipts, etc.) that bear official
letterhead of issuer.

2. Documents that have a signature, company stamp or is electronically produced
(non-editable).

3. Documents that bear description or itemized contents of services or goods.
4. Documents that bear Sender or Receiver names and or ID information.
5. Copy of Receiver ID, Third Party ID or Business License.

6. Proof of Source of Funds — Bank or Salary Statements, Sale of Property, etc.




Sample Purpose and Supporting Documents

PURPOSE

TYPES OF ACCEPTABLE SUPPORTING DOCUMENTS

Medical Expenses

Recent letter from a hospital or doctor in receive
country which shows name of sender or receiver and
showing payment due or to be due

OR

Recent medical bills from a hospital or doctor in
receive country which shows name of sender or
receiver and showing payment due or to be due

Purchase of goods or
services

Recent quotation, purchase order or invoice on
seller's letterhead and showing receiver's name

Personal loan

IOU/loan document
0 showing sender and receiver's names
0 showing purpose towards which loan money
will be applied
o attaching documents (e.g. invoices, bills, loan
documents, etc.) supporting declared
purpose of loan

OR

Any document (e.g. invoices, bills, loan documents,
etc.) with recent date and supporting declared
purpose of loan

These should be faxed or emailed to DA5 Compliance and Training Department at
+632895-8195 and compliance@da5.com.ph for submission to and approval of WU
AROC. If the LPMT has been declined, do not split the transaction or send transaction

for a lower amount.

6. Record keeping

Document retention

DA5 shall maintain and safely store all records of all of its transactions for five (5)
years from the transaction dates in accordance with AMLA as amended and its

updated RIRR.

1. It shall ensure that said records/files contain the full and true identity of the




owners or holders of the accounts involved in the covered transactions and all
other identification documents.

It shall also undertake the necessary adequate measure to ensure the
confidentiality of such file.

It shall prepare and maintain documentation, in accordance with client
identification requirements, on their customer accounts, relationship and
transactions such that any account, relationship or transaction can be so
reconstructed as to enable the AMLC and/or the courts to establish an audit
trail for money laundering.




4. It shall maintain and safely store all records and existing and new accounts
and of new transactions for 5 years.

5. If a money laundering case based on any record kept by DA5 has been filed in
court, it shall retain said file until it is confirmed that the case has been finally
resolved or terminated by the court.

6. It shall retain records as originals in such form as are admissible in court.

Exception to the 5 year-retention period

If a money laundering case based on any record kept by the covered institution
concerned has been filed in court, said file must be retained beyond the period
stipulated until it is confirmed that the case has been finally resolved or terminated
by the court.

Form of Records

Records shall be retained as originals in such forms as are admissible in court
pursuant to existing laws and the applicable rules promulgated by the Supreme
Court.

DADb, as a covered institution, shall designate at least two officers, jointly responsible
and accountable in the safekeeping of all records and documents, required to be
retained by the AMLA, as amended, its RIRR and these Rules.

The safekeeping of records and documents required to be retained by AMLA, as
amended, shall be the shared responsibility and accountability of the Head and and
the 2" highest .ranking officer of the branch/store/locations) the lower position.

7. Other Policies and Matters

It is this policy that whenever a customer sends/receives money on behalf of a third
person, DA5 can only proceed with the transaction, if the third person can be
identified. Proper documentation has to be provided to establish the involvement of
the person with the presented company. Under any circumstances, DA5 may decline
or not proceed with any transaction if the third party cannot be clearly identified.

State Policies

To ensure that the Philippines shall not be used as Money laundering site for
proceeds on any unlawful activity.

To extend cooperation in transnational investigations and prosecutions of
persons involved in money laundering activities whenever committed.




To protect and preserve the integrity and confidentiality of information
pertaining to money transactions.

Policy on Other lllegal or lllicit Purposes

DAS5 shall, by any means, report any transaction when it has reason to suspect that
an activity involves illegal or illicit behaviour.

Identification

a. Outbound Transactions
DA5 has an identification requirement for every Send Transaction
as stated in the F2 zoom screen. DAS is being required to obtain
and review identification for the Sender and record the identification
details within the Money Link Software or on the “To Send” form.

b. Inbound Transactions
Employees of DAS are responsible to ensure that only the Receiver
intended by the Sender, collects the Money Transfer. Only valid 1D
is accepted and ensures that the Receiver is able to provide all
information associated with Money Transfer.

Privacy Policy

DA5 has a vested interest in protecting consumer privacy because the
company adheres on the philosophy of the consumer on safe and reliable
payment services.

DAS5 strives to collect, maintain and process information in compliance with all
applicable laws as well as the highest standard of integrity.

DA5 is committed to protecting confidentiality of personal consumer
information.

DAGS is committed to the use of appropriate security safeguards

Transaction Monitoring Using Transvision

CTD staff assigned to the task will access the Transvision and extract inbound
and outbound transaction on a daily basis following certain criteria on the
extraction process.

The process includes selection of data exporting parameter procedures,
selection of accounts, renaming and saving the file to Excel type of file.

COMMON PARAMETERS THAT DA5 ENCODES IN_ TRANSVISION FOR




MONITORING OF TRANSACTIONS

» Consumer receiving money greater than or equal to 500,000
amount per day

» Consumer sending money greater than or equal to 500,000
amount per day

e Count of consumer receiving money from two senders per

month.

e« Count of consumer sending money to two receivers per
month

e Count of consumer sending money to three or more receivers
per month

e Count of consumer receiving money to three or more senders
per month

¢ Count of consumer sending money with the same ID number
per month

¢ Count of consumer receiving money with the same ID number
per month

* Count of consumer sending money with two or more
transactions per month

* Count of consumer sending money with two or more
transactions per month

» Consumer receiving money from country greater than or
equal to 1000

As for transaction with dollar denomination, a conversion to the local currency
is done to access the amount of the transaction in Peso. All transactions are
sorted according to the amount of transaction.

Once transactions have been extracted, the transactions that amounted to

more than Five Hundred Thousand Pesos (P500,000.00) pesos executed by a

single customer in a single day, a relevant form for reporting of covered
transactions will be completed with two (2) copies generated; with the original
copy for record keeping purposes to be kept by DAS.

The form is to be submitted to the AMLC within five (5) working days.

SUB-AGENTS FRAUD AWARENESS/ PREVENTION FOR MONEY TR ANSFERS

Agents/subagents are financially responsible for any loss to their business due to fraud.
DA5 continually strives to protect its agents/subagents and customers from fraud. The
FLA’s help is crucial in stopping this activity. In addition to the guidelines set forth in
monitoring of customers’ transactions in relation to Criteria/Red flags for possible
suspicious transactions, to protect yourself from fraud, the following fraud
awareness/prevention for money transfers shall be observed by the FLAs:

Protect your PIN




+ Change the PIN every time an employee leaves

+ Change the PIN periodically

NEVER state your PIN or agent number in front of a customer
+ Do not post your PIN in the store or in customer view
NEVER provide your PIN unless you initiate the call to DA5
+ Do not share any confidential information with anyone
+ DADS will never ask you for your pin number
NEVER send a ‘test’ or ‘training’ transaction
+ DADS will never ask you to send a test transaction
NEVER send a transaction without cash in hand

+ Do not process a transaction without the customer in your location

Balance your account to detect losses immediately

Remove or restrict any call forwarding features from your business telephone
Share this information with all employees and FLAs who handle DA5 transactions
Should you receive a call from someone representing DA5 asking for PIN or other
confidential information, hang up, and immediately call DA5’s Compliance Officer

If you believe that your PIN number has been compromised, call DA5 immediately

If you have any questions, contact DA5 immediately.

Examples of subagent/location fraud related activit \

A suspect calls DA5 using phone masking technology and attempts to send
transactions using a store’s agent number and PIN.

One of your employees processes a send transaction, but the customer does not
pay for the transaction.

A suspect calls your store representing himself as a DA5 employee and asks your

employee or FLA to process a test transaction.

Examples of consumer fraud related activity

A customer is told that he has won the lottery, but he must pay taxes or processing
fees before he can receive his winnings.
A customer purchases an item on an on-line auction and sends a wire transfer to

pay for her purchase, but never receives the product.




A customer sells something on an on-line auction and receives a check for an

amount much greater than the selling price. The “buyer” asks the seller to deposit

the check and send a wire transfer to refund the excess payment.

A customer receives an email or letter asking for help to pay fees or taxes to

recover money that was confiscated by a foreign government.

Annual Clean-up of Operator ID (OP ID) and Password

Aside from the fraud prevention methods mentioned above, annual clean up shall be
conducted. Annual Clean Up means deleting OP IDs of FLAs who are not anymore on
an active member status for Western Union during the last 6 months. Deletion shall
be done at least twice a year by Network Admin. This is done to ensure all FLA lists

remains active.

The Location Database Department shall send a database format clean up form to all
sub-agents to be accomplished. After filling in they shall send it back to Network
Database Department by e-mail or fax, which will monitor the filing quarterly by
batches. Checking and updating will be done annually by the department concerned.

8. Sanctions and Penalties

8.1 Punishable Acts under the Anti-Money Laundering Act?!

The most recent amendment of Republic Act No. 9160, otherwise known as the Anti-Money

Laundering Act of 2001, provides for six (6) punishable acts that can be committed by the

person who engages the transaction of covered persons.?

Punishable Acts

Penalties

1. Transacting said monetary instrument

or property?®

Imprisonment ranging from seven (7) to
fourteen (14) years and a fine of not less than
three  million Philippine Pesos (PHP
3,000,000) but not more than twice the value
of the monetary instrument or property

involved in the offense*

1 Republic Act No. 9160, as amended by Rep. Acts No. 9194, 10167 and 10365.

2 Republic Act No. 10365

3 Section 4(a) of Republic Act No. 9160, as amended.
4 Section 14(a), paragraph 1 of RA 9160, as amended.




2. Converting, transferring, disposing of,
moving, acquiring, possessing or using

said monetary instrument or property®

Imprisonment ranging from seven (7) to
fourteen (14) years and a fine of not less than
three million Philippine Pesos (PHP
3,000,000) but not more than twice the value
of the monetary instrument or property

involved in the offense®

3. Concealing or disguising the nature,
source, location, disposition, movement or
ownership of or rights with respect to said

monetary instrument or property’

Imprisonment ranging from seven (7) to
fourteen (14) years and a fine of not less than
three  million Philippine Pesos (PHP
3,000,000) but not more than twice the value
of the monetary instrument or property

involved in the offense®

4. Attempting or conspiring to commit
money laundering offenses referred to in

paragraphs (a), (b) or (c)®

Imprisonment ranging from seven (7) to
fourteen (14) years and a fine of not less than
three million Philippine Pesos (PHP
3,000,000) but not more than twice the value
of the monetary instrument or property

involved in the offense?®

5. Aiding, abetting, assisting or counseling
the commission of the money laundering
offenses referred to in paragraph (a), (b)

or (c) above!!

Imprisonment ranging from four (4) to seven
(7) years and a fine of not less than one
million five hundred thousand Philippine
Pesos (PHP 1,500,000) but not more than
three  million Philippine Pesos (PHP
3,000,000)*2

6. Performing or failing to perform any act
as a result of which he facilitates the
offense of money laundering referred to in

paragraphs (a), (b) or (c) above®®

Imprisonment ranging from four (4) to seven
(7) years and a fine of not less than one
million five hundred thousand Philippine
Pesos (PHP 1,500,000) but not more than

5 Section 4(b) of RA 9160, as amended.

5 1dem.

7 Section 4(c) of RA 9160, as amended.

81d.

9 Section 4(d) of RA 9160, as amended.

101d.

11 Section 4(e) of RA 9160, as amended.

12 Section 14(a), paragraph 2 of RA 9160, as amended.

13 Section 4(f) of RA 9160, as amended.




three million Philippine Pesos (PHP
3,000,000)*

8.2 Failure to Report by a Covered Person

Money laundering may also be committed by any person who, knowing that a covered or
suspicious transaction is required under this Act to be reported to the Anti-Money
Laundering Council (AMLC), fails to do so0.'® Under Section 10 of Rep. Act No. 10365,
which amended Sec. 14 of RA 9190, he shall suffer the penalty of imprisonment ranging
from six (6) months to four (4) years or a fine of not less than one hundred thousand
Philippine Pesos (PHP 100,000) but not more than five hundred thousand Philippine Pesos
(PHP 500,000), or both, shall be imposed on the person convicted.

8.3. Covered Person Knowingly Participating in Mone  y Laundering; Penalties

The covered person, its directors, officers or personnel who knowingly participated in the
commission of the crime of money laundering shall suffer the penalty of imprisonment
ranging from four (4) to seven (7) years and a fine corresponding to not more than two

hundred percent (200%) of the value of the monetary instrument or property.

8.4. Other Violations by a Covered Person
Aside from Failure to Report a Covered or Suspicious Transaction and Knowingly
Participating in the Commission of Money Laundering, there are three (3) other violations

that may be committed by a covered person.

First is the crime of Failure to Keep Records by a covered person. Under the law, covered
persons are mandated to keep records of their transactions for a period of five (5) years
from the date of the consummation of the transaction. A penalty of imprisonment for six (6)
months to four (4) years or a fine of not less than PHP 100,000 but not more than PHP

500,000, or both, shall be imposed to whoever may be found guilty of this crime.®

Second is the crime of Malicious Reporting. Covered persons are prohibited from reporting

14 |dem.
15 Section 4, last paragraph of RA 9160, as amended.
16 Section 14(b) of RA 9160, as amended.




or filing completely unwarranted or false information, with malice or in bad faith, relative to
money laundering transaction against any person. It is noteworthy to state that a person,
either natural or juridical, can commit this crime. A penalty of imprisonment for six (6)
months to four (4) years and a fine of not less than PHP 100,000 but not more than PHP

500,000 shall be imposed to whoever may be found guilty of this crime.’

Third and last is the crime of Breach of Confidentiality. Communicating, directly or indirectly,
in any manner or by any means, to any person, entity, the media, the fact that a covered
transaction report was made, the contents thereof, or any other information in relation may
commit breaching the confidentiality of clients. Covered institutions and their officers,
employees, representatives, agents, advisors, consultants or associates are also prohibited
from causing the report to be published or aired in any manner or form by the mass media,
electronic mail, or other similar devices. A penalty of imprisonment for three (3) to eight (8)
years or a fine of not less than PHP 500,000 but not more than PHP 1,000,000, or both,

shall be imposed to whoever may be found guilty of this crime.®

16.5. Table Summary of the Crimes that a Covered In  stitution may Commit

Crimes Penalties

Failure to Report or Failure to Disclose a | Imprisonment ranging from six (6) months to
Covered or Suspicious Transaction with | four (4) years or a fine of not less than one
the AMLC hundred thousand Philippine Pesos (PHP
100,000) but not more than five hundred
thousand Philippine Pesos (PHP 500,000), or

both, shall be imposed on the person

convicted.
Knowingly Participating in the | Imprisonment ranging from four (4) to seven
Commission of Money Laundering (7) years and a fine corresponding to not

more than two hundred percent (200%) of the

value of the monetary instrument or property.

Failure to Keep Records Imprisonment for six (6) months to four (4)

years or a fine of not less than PHP 100,000

17 Section 14(c) of RA 9160, as amended.
18 Section 14(d) of RA 9160, as amended.




but not more than PHP 500,000, or both,
shall be imposed to whoever may be found

guilty of this crime

Malicious Reporting Imprisonment for six (6) months to four (4)
years and a fine of not less than PHP
100,000 but not more than PHP 500,000 shall
be imposed to whoever may be found guilty

of this crime.

Breach of Confidentiality Imprisonment for three (3) to eight (8) years
or a fine of not less than PHP 500,000 but not
more than PHP 1,000,000, or both, shall be
imposed to whoever may be found guilty of

this crime.®

8.6. Financing of Terrorism

Under Republic Act No. 10168, otherwise known as the Terrorism Financing Prevention
and Suppression Act of 2012, the crime of Financing of Terrorism is committed by any
person who, directly or indirectly, willfully and without lawful excuse, with the unlawful and
willful intention that they should be used or with the knowledge that they should be used or
with the knowledge that they are to be used, in full or in part:

1. To carry out or facilitate the commission of any terrorist act;

2. By a terrorist organization, association or group; or

3. By an individual terrorist.?°
The penalties for any person found guilty of the said crime are imprisonment ranging from
reclusion temporal in its maximum period to reclusion perpetua and a fine of not less than
five hundred thousand Philippine Pesos (PHP 500,000) nor more than one million
Philippine Pesos (PHP 1,000,000).

8.7. Organizing or Directing Others to Commit Finan  cing of Terrorism
Persons who organize or direct others to commit financing of terrorism under Section 4,
paragraph 1 of RA 10168 shall likewise be guilty of an offense and shall suffer the same

penalty as those who commit the crime of Financing of Terrorism, that is, imprisonment

19 Section 14(b) of RA 9160, as amended.
20 Section 4, paragraph 1 of RA 10168.




ranging from reclusion temporal in its maximum period to reclusion perpetua and a fine of
not less than five hundred thousand Philippine Pesos (PHP 500,000) nor more than one
million Philippine Pesos (PHP 1,000,000).%

8.8. Dealing with Property or Funds of Designated P  ersons; Modes of
Commission
“Designated persons” refer to:

a. Any person or entity designated and/or identified as a terrorist, one who finances
terrorism, or a terrorist organization or group under the applicable United Nations
Security Council Resolution or by another jurisdiction or supra-national jurisdiction;

b. Any organization, association, or group of persons proscribed pursuant to Section
17 of the Human Security Act of 2007; or

c. Any person, organization, association or group of persons whose funds or property,
based on probable cause are subject to seizure and sequestration under Section 39
of the Human Security Act of 2007.%2
Persons who, not being an accomplice under Section 6 or accessory under Section

7 of RA 10168 in relation to any property or fund:

a. Deals directly or indirectly, in any way and by any means, with any property or fund
that he knows or has reasonable ground to believe is owned or controlled by a
designated person, organization, association or group of persons, including funds
derived or generated from property or funds owned or controlled, directly or
indirectly, by a designated person, organization, association or group of persons; or

b. Makes available any property or funds, or financial services or other related services
to a designated and/or identified person, organization, association, or group of
persons?3

Whoever is found guilty of the crime of Dealing with Property or Funds of Designated
Persons shall suffer the penalty of imprisonment ranging from reclusion temporal in its
maximum period to reclusion perpetua and a fine of not less five hundred thousand
Philippine Pesos (PHP 500,000) nor more than one million Philippine Pesos (PHP
1,000,000).%

“Dealing,” with regard to property or funds, refers to receipt, acquisition, transacting,

21 Section 4, paragraph 2 of RA 10168.
22 Section 3(e) of RA 10168.

23 Section 8 of RA 10168.

24 bid.




representing, concealing, disposing or converting, transferring or moving, using as security

of, or providing financial services.?®

8.9. Attempt or Conspiracy to Commit the Crimes of Financing of Terrorism

and Dealing with Property or Funds of Designated Pe  rsons

Any attempt to commit any crime under Section 4 or Section 8 of RA 10168 shall be
penalized by a penalty two degrees lower than that prescribed for the commission of the

same.

With respect to conspiracy to commit any crime under Section 4 or Section 8 of RA 10168,
the same penalty shall be imposed, these are:

a. Imprisonment ranging from reclusion temporal in its maximum period to reclusion
perpetua and a fine of not less than five hundred thousand Philippine Pesos (PHP
500,000) nor more than one million Philippine Pesos (PHP 1,000,000) for
Conspiracy to Commit Financing of Terrorism.

b. Imprisonment ranging from reclusion temporal in its maximum period to reclusion
perpetua and a fine of not less five hundred thousand Philippine Pesos (PHP
500,000) nor more than one million Philippine Pesos (PHP 1,000,000) for

Conspiracy to Commit Dealing with Property or Funds of Designated Persons.

8.10. Accomplices in RA 10168
Any person who cooperates in the execution of either the crime of Financing of Terrorism or
Conspiracy to Commit the crime of Financing of Terrorism, or the crime of Dealing with
Property or Funds of Designated Persons Conspiracy to Commit the crime of Dealing with
Property or Funds of Designated Persons, shall suffer the penalty of one degree lower than
that prescribed for the conspirator.?® Provided, that he is not a principal as defined in Article

17 of the Revised Penal Code or as a conspirator as defined in Section 5 of RA 10168.

8.11. Accessories in RA 10168

Any person who takes part subsequent to the commission of either the crime of Financing

of Terrorism or Conspiracy to Commit the crime of Financing of Terrorism, or the crime of

25 Section 3(d) of RA 10168.
26 Section 6 of RA 10168.




Dealing with Property or Funds of Desighated Persons Conspiracy to Commit the crime of
Dealing with Property or Funds of Designated Persons by profiting from it or by assisting
the principal or principals to profit by the effects of the crime, or by concealing or destroying
the effects of the crime in order to prevent its discovery, or by harboring, concealing or
assisting in the escape of a principal of the crime shall be guilty as an Accessory to the
crime of either Financing of Terrorism or Conspiracy to Commit the crime of Financing of
Terrorism, or the crime of Dealing with Property or Funds of Designated Persons
Conspiracy to Commit the crime of Dealing with Property or Funds of Designated
Persons.?” He shall suffer the penalty of two degrees lower than that prescribed for
principals in the crime. Provided, that he has knowledge of the commission of the crime
herein mentioned. Provided further, that he did not participated in the commission of the

crime as principal.

8.12. Table Summary of the Crime of Financing of Te  rrorism

Crime Penalty

Financing of Terrorism Imprisonment ranging from  reclusion
temporal in its maximum period to reclusion
perpetua and a fine of not less five hundred
thousand Philippine Pesos (PHP 500,000)
nor more than one million Philippine Pesos
(PHP 1,000,000)

Conspiracy to Commit the crime of | Same penalty as that prescribed for the

Financing of Terrorism commission of Financing of Terrorism

Attempt to Commit the crime of Financing of | 2 degrees lower than that prescribed for the
Terrorism commission of the crime of Financing of

Terrorism

Accomplice in the crime of Financing of | 1 degree lower than that prescribed for the
Terrorism conspirator in the crime of Financing of

Terrorism

Accessory in the crime of Financing of | 2 degrees lower than that prescribed for
Terrorism principals in the crime of Financing of

Terrorism

27 Section 7 of RA 10168.




8.13. Table Summary of the Crime

Designated Persons

of Dealing with Pr operty or Funds of

Crime

Penalty

Dealing with Property or Funds of

Designated Persons

Imprisonment  ranging from  reclusion
temporal in its maximum period to reclusion
perpetua and a fine of not less five hundred
thousand Philippine Pesos (PHP 500,000)
nor more than one million Philippine Pesos

(PHP 1,000,000)

Conspiracy to Commit the crime of Dealing
with Property or Funds of Designated

Persons

Same penalty as that prescribed for the
commission of Dealing with Property or

Funds of Designated Persons

Attempt to Commit the crime of Dealing with

Property or Funds of Designated Persons

2 degrees lower than that prescribed for the
commission of the crime of Dealing with

Property or Funds of Designated Persons

Accomplice in the crime of Dealing with
Property or Funds of Designated Persons

1 degree lower than that prescribed for the

conspirator

Accessory in the crime of Dealing with

Property or Funds of Designated Persons

2 degrees lower than that prescribed for

principals in the crime




DAS5 Policies on Sanctions or Penalties

Please see Annex 8 for the complete list of offenses that may be committed by Sub-
Agents and FLAs and the corresponding penalties therefore.




ANNEX 1 — KNOW YOUR AGENT (KYA) APPLICATION WITH WE STERN
UNION

Know Your Agent (KYA) Questionnaire wESTioN WU
WESTERN UNION/OV/VIGD T

0000000000
Include Attachment: % For boxes mark with an J: / Required Fields: *
Agent Authorization Form

Agents must sign in their legal capacity as a legal entity.

{Full name of person} {Full name of Agent)

| on behalf of declare that:

a. Theindividuals disclosed as owners and signing below are beneficial owners and are not nominee owners, (A beneficial owner is a
real party in interest with control over management, or effective control over the business. A nominee owner is a party who allows their
name to be used for the purpose of recording legal ownership, but who acts on behalf of and in accordance with the instructions of
another person (i.e. the true owner).

b. | agree to notify Western Union in writing within 30 days of any change in the information provided herein.

c. | have read this entire Questionnaire and Information Update, and all statements contained in this Questionnaire and Information
Update, including any financial statements and other documentation submitted in support of this Questionnaire and Information Update,
are true and correct.

Permission and authorization is hereby granted to Western Union Financial Services, Inc. and its and their affiliates and representatives
{collectively “WU") as well as to prior employers, trade references, Dun & Bradstreet, banks, consumer credit services, consumer report-
ing agencies and government representatives, without regard to whether they are listed herein, to verify, receive, exchange, and obtain
business and/or personal credit and other information including, without limitation criminal background checks, as part of this Question-
naire and Information Update or at any time thereafter in connection with the ongoing Agent evaluation process, review of transaction
activity and/for collection of any obligation arising from the business relationship, including any related guaranties or any services offered
by WU (including but not limited to money transfer, money order, bill payment, and prepaid card sale and reload services).

The undersigned further agree that neither WU nor anyone who has furnished WU any information concerning Agent or the under-

signed owners and/or principals of Agent shall be responsible for any losses or damages to Agent or the undersigned owners or principals
of Agent may claim as resulting from said verification, receipt, exchange, or obtaining business and/ar personal information. WU reserves

the right in its sole and absolute discretion to reject Agent’s application to become a WU Agent. Such rejection shall be without penalty of

any type or kind to WU.

Date Print Name of Authorized Signatory:

Title of Authorized Signatory: Authorized Signature:

% Attach a copy of articles or certifications of incorporation.

12 WESTERN UNION Know Your Agent (KYA] Questionnaire &) 13- 2 1€ Western Uniom Holdings, lne: Al Righes Resenved CONFIDENTIAL

PACKET 1 — BUSINESS INFORMATION PACKET




PACKET 2 — INDIVIDUAL OWNER PACKET

Know Your Agent (KYA) Questionnaire wE S o W
WESTERN UNION/OV/VIGD |

0080000000
Include Attachment: % For boxes mark with an l: / Required Fields: *
Owners’ and Controlling Persons’ Consent Form (Continued)

Yes ® No 2- Are you or have you ever been, involved with any other business that provides or provided money transfer, money
order, travelers checks, bill payment, prepaid card sales, or prepaid card reload services?

If yes, please provide the name of the entity with which you have or had a relationship, the dates of that relationship,
and the reason for termination of that relationship (if applicable.)

Yes ® No 6. To your knowledge, are you under investigation by law enforcement or your local regulatory autharities for vio-
lations of law, including but not limited to matters concerning money laundering, narcotics, drug trafficking, human
smuggling or terrornist financing?

If yes, please provide an explanation, including a detailed description of the matter being investigated and the circum-
stances that gave rise to the investigation.

{Full name of person}

| represent and declare under oath that:

| am a beneficial owner andfor controlling person and not a nominee owner. {A beneficial owner is a real party in interest with control
over management, or effective control over the business. A nominee owner is a party who allows their name to be used for the purpose of
recording legal ownership, but who acts on behalf of and in accordance with the instructions of another person {i.e. the true owner).

| have read this entire Questionnaire and Information Update, and all statements contained in this Questionnaire and Information Update,
including any financial statements and other documentation submitted in support of this Questionnaire and Information Update, are true
and correct.

Permission and authorization is hereby granted to Western Union Financial Services, Inc. and its and their affiliates and representatives
[collectively “WU") as well as to prior employers, trade references, Dun & Bradstreet, banks, and state and federal government repre-
sentatives, without regard to whether they are listed herein, to verify, receive, exchange, and obtain business and/or personal information
including, without limitation criminal background checks, as part of this Questionnaire and Infarmation Update or at any time thereafter in
connection with the ongaing Agent evaluation process, review of transaction activity and/or collection of any obligation arising from the
business relationship, including any related guaranties or any services offered by WU (including but not limited to money transfer, money
order, bill payment, and prepaid card sale and reload services).

The undersigned further agree that neither WU nor anyone who has furnished WU any information concerning Agent or the undersigned
owners and/or principals of Agent shall be responsible for any losses or damages to Agent or the undersigned owners or principals of
Agent may claim as resulting from said verification, receipt, exchange, or obtaining business and/or personal infarmation, WU reserves the
right in its sole and absolute discretion to reject Agent's application to become a WU agent.

Date Print Name of Authorized Signatory:

Title of Authorized Signatory: Authorized Signature:

4 WESTERN UNION Know Your Agent (KYA) Ouestionnaire © 3013 - 201 Western Ui Holdings.foe A gt Reserved. CONFIDENTEAL




PACKET 3 — CORPORATE OWNER PACKET

Know Your Agent (KYA) Questionnaire wES Lion W
WESTERN UNION/OVAVIGD T -

0000007000

Include Attachment: % For boxes mark with an J: / Required Fields: *

Provide complete details regarding the ownership structure of the Agent, as well as the Executive Management Team (Board of Directors)
and any others that are involved in the day-to-day financial and operating decisions for this company {Controlling Persans).

Note: The ownership/share percentage listed under this section must add up to 100%

Corporate Owner (with 10% or greater ownership)

Percentage of Ownership *

Legal Entity Name ®

Trade Name ®

Type of Entity *
Publicly Traded Privately Held Government Owned

Class of Trade ™

Bank Courier / Parcel Service Financial Services WU Primary / Dedicated
Post Office Retail Phone/Internet Center Travel & Transportation

Other  If other, please list:

Address Line 1 % City W
Address Line 2 State/Province/Region *
Country * Postal Code

2 WESTERN UNION Know Your Agent (KYA)} Ouestionnaire @ H013- 2014 Western Union Haldings, oc: &1 FightsReserved CONFIDENTIAL




PACKET 4 — CONTROLLING PERSON PACKET

Know Your Agent (KYA) Questionnaire WS o WU
WESTERN UNION/OVAVIGD T
00080000000
Include Attachment: % For boxes mark with an J: / Required Fields: *
Owners’ and Controlling Persons’ Consent Form (Continued)

Yes ® No 5. Are you or have you ever been, involved with any other business that provides or provided money transfer, money
order, travelers checks, bill payment, prepaid card sales, or prepaid card reload services?
If yes, please provide the name of the entity with which you have or had a relationship, the dates of that relationship,
and the reason for termination of that relationship {if applicable.)

No & To your knowledge, are you under investigation by law enforcement or your local regulatory authorities for vio-
lations of law, including but not limited to matters concerning money laundering, narcotics, drug trafficking, human
smuggling or terrorist financing?

Yes @

If yes, please provide an explanation, including a detailed description of the matter being investigated and the circum-
stances that gave rise to the investigation.

(Full name of person}

| represent and declare under oath that:

| am a beneficial owner and/or controlling person and not a nominee owner. [A beneficial owner is a real party in interest with control
over management, or effective control over the business. A nominee owner is a party who allows their name to be used for the purpose of
recording legal ownership, but who acts on behalf of and in accordance with the instructions of another person {i.e. the true owner].

| have read this entire Questionnaire and Information Update, and all statements contained in this Questionnaire and Information Update,
including any financial statements and other documentation submitted in suppaort of this Questionnaire and Infarmation Update, are true
and correct.

Permission and autharization is hereby granted to Western Union Financial Services, Inc. and its and their affiliates and representatives
{collectively “WU") as well as to prior employers, trade references, Dun & Bradstreet, banks, and state and federal government repre-
sentatives, without regard to whether they are listed herein, to verify, receive, exchange, and obtain business and/or personal information
including, without limitation criminal background checks, as part of this Questionnaire and Information Update or at any time thereafter in
connection with the ongoing Agent evaluation process, review of transaction activity and/or collection of any obligation arising from the
business relationship, including any related guaranties or any services offered by WU {including but not limited to money transfer, money
order, bill payment, and prepaid card sale and reload services).

The undersigned further agree that neither WU nor anyone who has furnished WU any information concerning Agent or the undersigned
owners and/or principals of Agent shall be responsible for any losses or damages to Agent or the undersigned owners or principals of
Agent may claim as resulting from said verification, receipt, exchange, or obtaining business and/ar personal information, WU reserves the
right in its sole and absolute discretion to reject Agent’s application to become a WU agent.

Date Print Name of Authorized Signatory:

Title of Authorized Signatory: Authorized Signature:

4 WESTERN UNION Know Your Agent (KYA) Questionnaire © 2013 - 2014 Western Union Haldings. e Al fiokts Resenved. EONFIOEKTIAL




PACKET 5 — EXECUTIVE MANAGER PACKET

Know Your Agent (KYA) Questionnaire wES Lion WA
WESTERN UNION/OV/VIGD I

0000807000
Include Attachment: % Far boxes mark with an /: / Required Fields: *
Add Executive Manager

Title
Ch'ef Executive Officer/ Chief Financial Officer Chief Operations Officer Chief Legal Officer
President
Chief Compliance Officer Member, Board of Directors

Full Legal Name *

Country of Birth * Date of Birth ®

Home Address Line 1% City *

Home Address Line 2 State/Province/Region *
Country * Postal Code Phone Number

Is this person responsible for the day to day financial and operating decisions for this company? Yes No
If yes:

Prior Names/Nick Names

Name of Spouse/Domestic Partner Date of Birth of Spouse/Domestic Partner

Please list any prior home addresses (in the last 5 years)

If you responded yes to the above question:
Attach a copy of valid government issued identification for the individual listed above.

Attach a copy of the completed Owners” and Controlling Persons” Consent Form for the individual listed above.

2 WESTERN UNION Know Your Agent (KYA) Questionnaire & 2013 - 2014 Wiestern non Holdmag, lnc. Al Righus Resenved COREIDENTIAL




Name of Applicant/Entity:

Annex B

Address:
Tel. No.: Fax No.: TIN :

DEED OF UNDERTAKING

I, (name and designation), of legal age

and under oath, declare the following:

1.

That | have been duly authorized by

(name of institution) and its Board of Directors/Partners/Owners to bind
(name of institution) to strictly cemply., with
all the requirements, rules and regulations of the Bangko Sentral ng
Pilipinas regarding the registration and operations of foreign exchange
dealers/ money changers/ remittance agents as well as'the provisions of
the Anti-Money Laundering Act of 2001 (R.A. No. 9160, as, amended by
R.A. No. 9194) and its implementing rules and regulatlons o

That | certify that (name of
institution) undertakes to strictly comply with all the requlrements rules and
regulations of the Bangko Sentral ng Pilipinas;régarding the licensing and
operations of foreign exchange dealers/money changers/remittance agents
as well as with all the provisions of the Anti-Money Laundering Act of 2001
(R.A. No. 9160) and its implementing rules and regulations;

That | certify that, (name of institution) through and
with full knowledge /( and Lagreement of its Board of
Directors/Partners/Owners, understands and accepts that in case of
violations of any of the aforementloned laws, rules and regulations.

~ (name of instituton) and its Board of
Directors/Partners/Owners/Stockholders/Officers/employees responsible
for such violation/s shall'be subject to sanction prescribed under Section 36
of R.A. Nog/7653, otherwise known as the “New Central Bank Act” and
other applicable laws rules and regulations.

l/weshall attend the seminar on Anti-Money Laundering Law before
commencement of actual operations. Attendance to these seminars shall
also be required for officers and staff in-charge of branch operations

(Signature over printed name)

(Designation)

Subscribed and sworn to before me this day of , 20

affiant exhibiting to me his/her Community Tax Certificate No. issued ’

at,

on

NOTARY PUBLIC




ANNEX 2 — WESTERN UNION SUB-AGENT APPLICATION

WESTERN UNION PHILIPPINES
SUB-AGENT APPLICATION FORM
(Revised - January 2007)

Western Union selects Sub-Agents at Western Unian's (in coordination with the Nefwork Agents) sole discretion, based
on a number of criteria. Contractual legal economic or other reasons may preclude Western Union from engaging
additional Sub-Agents in the Philippines. Prospects may be required by law fo be legally qualified to perform the Maney
Transfer business.

COMPANY DETAILS

Company Name: Store Name (if different from the Company Name):
Phone Number: Fax Number:

Company Website: E-mail Address:

Contact Person: Position:

HEAD OFFICE BUSINESS ADDRESS

Bldg /Street: Town/City:

Province: ZIP/Postal Code:
BUSINESS ENTITY

Class of Trade: No. of years in existence:

Does the Company offer any of the following

[0 ©Own International / Domestic Remittance [0 GCash (Cash-in and/or Cash-out) location
Business
[J Branded Remittance Business (Specify): [] Smart Padala location

|:] No remittance related service being offered

LOCATIONS
Total Number of Network Distribution Breakdown # of Branches targeted
Branches in the Network MMLA Luzon Visayas Mindanao for WU deployment

If not 100% WU penetration of branch network, please provide rationale and/or branch rollout plan.

OPERATIONS

A. Operating Hours

Store Hours per day: No. of days open per week:

B. Proposed Mode of Operation and Automation:

O Full Automation (100% PC penetration) [ Partial automation w/ WU remote transaction
processing. Specify # of locations w/ PCs.
[0 Partial automation w/ central processing. O 100% remote processing via Direct Agent CSC

Specify # of locations w/ PCs.




If a phased automation, please provide rollout plan.

C. Proposed WU Service Offering:

O IMT Inbound. Number of branches If not 100% PC penetration, please provide rationale:
[ IMT Outbound. Number of branches

[J DMT Inbound. Number of branches

[0 DMT Qutbound.  Number of branches

] USS Payout Number of branches

D. Frontliner Profile

Required Educational Attainment: | No. of years experience:

E. Security Measures

Erc;v:cngsny security guards are assigned per ] None O One (1) O >One (1)
Are branches equipped with a vault? ] None [0 One (1) [ >One (1)
Are transactions conducted over-the-counter? O Yes O Ne

MANDATORY DOCUMENTARY REQUIREMENT CHECKLIST*

[J Sub-agent Corporate Write-Up

[0 Last 2 Full Years Audited Financial Statements
In the event that the prospect has been in operation for less than 2 years, audited partial statements supplemented
with bank statements are acceptable. For startups (only), company bank statements and proprietor bank statements
are acceptable.

[0 List of branches with addresses and contact numbers
[0 Photos of a typical branch (frontage, counter, back office)

*Note: Applications with incomplete mandatory requirements will NOT be processed.

OPTIONAL SUBMISSIONS

[0 Business plan for WU service

[0 Projected 1 year monthly transaction volume (with a discussion of assumptions specific to the location)
O Location map of all branches

[0 Roll-out plan with timetables

We hereby certify that the information contained above is true and correct and has not
been misrepresented in any way. Should any of the information contained above be found
to have been faise, the erring sub-agent shall be subject to sanctions from Western Union
including, but not limited to, suspension or removal from the Western Union Network.

Prospective Sub-Agent

Authorized Signature:
Signatory

Designation /
Position

Direct Agent

Agent Name:

Authorized Signature:
Signatory

Designation /
Position




ANNEX 3 — REMITTANCE AGENT LICENSE APPLICATION WITH BSP

Appendix N-8-b-1

Name of Applicant/Entity:

Address:

Tel. No.: Fax No.: TIN:

DEED OF UNDERTAKING

| (name and designation), of legal age and under oath, hereby
abide to comply with the following requirements:

1. That | have been duly authorized by (name of institution)
and its Board of Directors/Partners/Owners to bind {name of
institution) to strictly comply with all the requirements, rules and
regulations of the Bangko Sentral ng Pilipinas regarding the registration and
operations of maney service business as well as the provisions of the Anti-
Money Laundering Act of 2001 (R.A. No. 9160, as amended) and its revised
implementing rules and regulations as well as the implementing rules issued
by the Bangko Sentral;

2. That | certify that (name of institution)
undertakes to strictly comply with all the requirements, rules and
regulations of the Bangko Sentral regarding the registration and operations
of money service business as well as with all the provisions of the Anti-
Money Laundering Act of 2001 (R.A. No. 9160, as amended), which include,
among others, the exclusive use of bank account/s in the name of the
registered entity (rather than its proprietor/officer) in its official business
and proper recording and reporting of transactions (covered and suspicious
transactions) to the Anti-Money Laundering Council;

3. That I certify that (name of institution) undertakes to
provide the complete list of our counterparties, foreign or local, including
their contact details (i.e. business address, contact person and its numbers)
to consider full compliance with the Bangko Sentral registration
requirements (this provision is applicable to Remittance and Transfer
Company only);




10.

11.

12.

That | certify that (name of institution)
undertakes that our counterpartylies) is/are licensed/authorized by the
financial regulators in that territory to act as remittance agent;

That | certify that (name of institution)
undertakes to assume full responsibility of the Remittance Sub-agent’s
compliance with all the requirements, rules and regulations of the Bangko
Sentral regarding the registration and notification requirements of RSAs as
well as with all the provisions of the Anti-Money Laundering Act of 2001
{R.A. No. 9160, as amended) and its revised implementing rules and
regulations, as well as the implementing rules issued by the Bangko Sentral
(this provision is applicable to Remittance and Transfer Company only);

I/We shall maintain exclusive bank account/s in the name of the registered
entity (rather than its proprietor/officer) in its official business and that
bank account/s shall be subject to Bangko Sentral inspection/ examination
for Anti-Money Laundering purposes;

I/We shall notify the appropriate department of SES the following events:
(a) commencement of operations; (b) newly-accredited Remittance
Sub-agents; (c) change of tie-up partner/s; (d) transfer of location;
(e) closure of office; and (f) closure of business;

I/We shall obtain prior approval from the appropriate department of SES for
any change in ownership and control as may be prescribed by pertinent
Bangko Sentral regulations;

That | certify that {name of institution) commits
to strictly comply with requirements to maintain records and submit the
required reports as prescribed by the Bangko Sentral;

I/We shall maintain an internal control system commensurate to the nature,
size and complexity of the business and shall adhere to the guidelines
prescribed by the Bangko Sentral;

That I/we shall adopt the minimum standards of consumer protection in the
areas of disclosure and transparency, protection of client information, fair
treatment, effective recourse and financial education pursuant to Part Ten
of the Manual of Regulations for Non-Bank Financial Institutions - Q
Regulations, as may be applicable;

That I/we shall comply with the applicable provisions of Section 4196N or
the Information Technology Risk Management of the Manual of Regulations
for Non-Bank Financial Institutions - N Regulations;




13. That | certify that (name of institution)
undertakes to pay Bangko Sentral the following fees: (a) registration fee;
(b} annual service fee; and (c) processing fee for the replacement of Bangko
Sentral Certificate of Registration, as prescribed by the Bangko Sentral;

14. That 1| certify that (name of institution)
undertakes to strictly comply with the transactional requirements for
remittance and transfer companies/money changers/foreign exchange
dealers on the regulation on large value pay-outs, and the sale of foreign
currencies and shall request prior exemption from the Bangko Sentral
before transacting higher limits as prescribed by the Bangko Sentral; and

15. That | certify that (name of institution) commits
to strictly comply with possible sanctions/penalties as prescribed or
imposed by the Bangko Sentral.

(Signature over printed name)

(Designation)

Subscribed and sworn to before me this day of , 20
affiant exhibiting to me his/her issued at on

NOTARY PUBLIC







Appendix N-8-b-2

Name of Owner/Partner/Director:

Address:

Tel. No.: Fax No.: TIN:

DEED OF UNDERTAKING

| {name), (designation and name of
institution), of legal age and under oath, hereby abide to comply with the following
requirements:

1. That | certify that | shall be responsible for any violation of any of the
provisions of the Anti-Money Laundering Act of 2001 [Republic Act (R.A.)
No. 9160, as amended] and its revised implementing rules and regulations
as well as the implementing rules issued by the Bangko Sentral and shall
be subject to the administrative sanction prescribed under Section 36 of
R.A. No. 7653, otherwise known as the “New Central Bank Act” and other
applicable laws, rules and regulations; and

2. |shall attend the required seminar on Anti-Money Laundering Law before
commencement of actual operations.

{Signature over printed name)

(Designation)

Subscribed and sworn to before me this day of , 20 ,
affiant exhibiting to me his/her issued at on

NOTARY PUBLIC




ANNEX 4 — CHECKLIST FOR KYA, WU SUB-AGENT AND BSP R AL
APPLICATION

y WESTERN
0
moving money for better

DIRECT AGENT 5 INC.

Direct Agent 5, Inc. Western Union Money Transfer

Know Your Account (KYA)

List of Requirements for Sub-Agent’s KYA:

For DTI (Single Proprietorship)
OWNERS INFORMATIONS

Clear scanned Valid ID of the owner - issued by the government
Full Name

Birthdate

Complete home address

Contact number

Postal code

BUSINESS REGISTRATION:

BIR COR 2303

DTI REGISTRATION
BUSINESS PERMIT

BSP REGISTRATION (RAL)
SIGNED PACKET 1 AND 2

2nd Floor Expocraft Building 1008 Metropolitan Avenue Makati City Philippines 1200
T:(632) 895.81.95 F:(632) 899.45.75 M: 09175648384 M: 09189180805 M: 09237368890
E:info@dab.com.ph W: www.da5.com.ph




4

/ WY ER
|
moving money for better

DIRECT AGENT 5 INC.

For SEC (Corporation)

OWNERS / DIRECTOR / EXECUTIVE MANAGER INFORMATIONS

¢ Clear scanned Valid ID of all Board of Directors & Controlling Person -
issued by the government

¢ Percentage of ownership (all Director)

e Full Name

e Birthdate

¢ Complete home address

e Contact number

¢ Postal code

BUSINESS REGISTRATION:

e BIRCOR 2303

BUSINESS PERMIT

BSP REGISTRATION (RAL)
SEC (complete)

SIGNED PACKET 1,2, 4, 5

2nd Floor Expocraft Building 1008 Metropolitan Avenue Makati City Philippines 1200
T:(632) 895.81.95 F:(632) 899.45.75 M: 09175648384 M: 09189180805 M: 09237368890
E:info@da5.com.ph W: www.da5.com.ph




DN5 weSTion WU
moving money for better

DIRECT AGENT 5 INC.

For CDA (COOPERATIVES)

OWNERS | DIRECTOR | EXECUTIVE MANAGER INFORMATIONS

o Clear scanned Valid ID of all Board of

* Directors & Controlling Person - Issued by the government
o Percentage of ownership (all Director)

e Full Name

¢ Birthdate

e Complete home address

+ Contact number

+ Postal code

BUSINESS REGISTRATION:

e CDA-ARTICLES OF COOPERATIVE AND BY LAWS.

¢ BIR 2303 AND BIR FORM NO. 2333-B CERTIFICATE OF TAX
EXEMPTION FOR COOPERATIVES.

e BSP COR OR BSP BANKING LICENSE

e PACKET1,23,4,5

o PACKET FOR EXECUTIVE MANAGER WITH CONSENT FORM

e BOARD RESOLUTION FOR THE AUTHORIZED SIGNATORIES.

 VALID IDS OF THE DIRECTORS.

2nd Floor Expocraft Building 1008 Metropolitan Avenue Makati City Philippines 1200
T:(632) 895.81.95 F:(632) 899.45.75 M: 09175648384 M: 09189180805 M: 09237368890
E:info@da5.com.ph W: www.da5.com.ph




\ WESTERN \UAIL)

moving money for better

Direct Agent 5, Inc. Western Union Money Transfer

Sub-Agent Location Rollout Procedure

Requirements for Prospective Sub-Agent:

1. WU Sub Agent Application Form (to be filled up by prospective
business partner or coop please see annex 2)

2. Sub Agent Corporate Write Up
= Should include a list of shareholders/owners and key officers
= Discussion of the nature of the company’s business as well as

their current target market

3. Two years Full Audited Financial Statement (2014 — 2015) /ncome

Tax Return with BIR Stamp

BIR 2303

Mayor's Permit(Photocopy)

Board Resolution

DTI/SEC/CDA (Photocopy)

Latest 4 Month Bank Statement

9. List of Branches with complete addresses & contact numbers

® N A

10. Photos of all branches (frontage, counter, back office)
11. Location Map of all branches

2nd Floor Expocraft Building 1008 Metropolitan Avenue Makati City Philippines 1200
T:(632) 895.81.95 F:(632) 899.45.75 M: 09175648384 M: 09189180805 M: 09237368890
E:info@da5.com.ph W: www.daS com.ph
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moving money for better

DIRECT AGENT 5 INC.

Direct Agent 5, Inc. Western Union Money Transfer

Requirements for BSP Remittance Agent License

1.  First Stage

—

. Application Letter;

2. Business Plan including target markets; and

3. List of owners/controlling shareholders, directors, and principal
officers.

2. Second Stage

1. Incorporation papers duly authenticated by the Securities and
Exchange Commission (for corporation/partnership); or copy of the
Certificate of Registration duly authenticated by the Department of
Trade and Industry for (single proprietorship); or proof of registration
with the Cooperative Development Authority (for cooperative),

2. Copy of business registration/permit from the city or municipality
having territorial jurisdiction over the place of establishment and
operation of the office for the current period, which should indicate
the line of business of the registered entity;

3. Copy Notarized Deed of Undertaking of the entity and members of
the Board of Directors/partners, signed by the proprietor, partner/s,
president and/or directors, as the case maybe.

2nd Floor Expocraft Building 1008 Metropolitan Avenue Makati City Philippines 1200
T:(632) 895.81.95 F:(632) 899.45.75 M: 09175648384 M: 09189180805 M: 09237368890
E:info@da5.com.ph W: www.da5.com.ph




4. Proof of attendance of the proprietor/ partners/directors/principal
officers and other personnel directly involved in RTC/MC/FXD
operations to the required Anti-Money Laundering Act seminar
conducted by the AMLC, Bangko Sentral, or Bangko Sentral -
accredited person, or for persons registered prior to the effectivity of
this Circular, a certification of compliance with this paragraph
executed by the President and Compliance Officer;

5. Sworn certification, signed either by the proprietor, managing partner,
or president, that a Money Laundering and Terrorist Financing
Prevention Program (MLPP) has been developed, adopted and
disseminated to all employees;

6. Clearance from NBI, or its equivalent in foreign jurisdictions, of all
directors and principal officers; and

7. Duly notarized certification from the proprietor/managing
partner/president, as to compliance with the required minimum
capital under Subsection 4511N.2 of the Manual of Regulations for
Non-Bank Financial Institutions.

Additional documents required for RTCs only:

1. Copyfies of Notarized tie-up agreement/s with RTC which shall be
consularized if originated/signed abroad; and

2. For any RTC or counterparty based abroad, proof that the RTC or
counterparty is licensed by the regulatory authority to engage in the
remittance business and is subject to the anti-money laundering laws
of the country

2nd Floor Expocraft Building 1008 Metropolitan Avenue Makati City Philippines 1200
T:(632) 895.81.95 F:(632) 899.45.75 M: 09175648384 M: 09189180805 M: 09237368890
E:info@@da5.com.ph W: www.da5 com.ph




ANNEX 5 —

LARGE PRINCIPAL MONEY TRANSFER FORM

Sending Agent Information

LPMT FORM

WESRion WL

moving money for better

Country

Network Agent

Agent Account Number {: AHH12345678)

Contact Person

E-mail address

Phone #

Transaction Information

Send Amount Local currency

U.5 Dollars

Destination City, State and for Country

Expected Payout Date

Source of the funds

Purpose of the transfer (Briefly explain purpose) PRIVATE

BUSINESS
=

Is the sender aware of the charges & F/X rates; and agree tothem?

Did you check the country restriction on the F2 zoom?

Relationship between sender and receiver:

Sender Information

Sendsr’s name First Last

Address

Telephone number

Date of birth Place of birth

Sender's Type of ID

Sender's ID number

Issue Date

Expiration date

Oecupation

How many Transfers have you sent by Westem Union in the past three months?

Payee Information

Receiver's Name (Mandatory :

D Type

| 1D number

Payee's Telephone number

Mationality

| Payee's stroet address




0615THIRD PARTY DETAILS

Is the transaction being conducted on behalf of a third party? If Yes, complete the infermation below,

First/Last/or Business Name: 1D number

Address #1kk Phone # #,1% 5

Date of Birth £ H ¥ Country of Birth 4 [1 5

ID Type iE#FHe2E D number 585

Occupation Rk EIN/Tax or Charity license number (for business) & < 58 555

FOR WESTERN UNION USE ONLY £ T BB A AR S
MONEY TRANSFER CONTROL NUMBERS

Principal: Fee: MTCN:

Principal: Fee: MTCN:

Principal: Fee: MTCN:

Principal. Fee: MTCN:

Total Principali_____ Total Fee: Total Principal & Fee: _____
IROC Specialist:

Approved by: Title: Date:

Declined by: Title: Date:

Email this form to ¥ it F 1§ % 3% % : wucustomer@vxichina.com, or fax to Bif 5% 021 28939102
For immediate assistance, you may call or fax customer service center using the dedicated Western Union number in your region.

MRS EEY, WERER D EER L,




ANNEX 6 — ECDD FORM

KNOW YOUR CUSTOMER - QUESTIONNAIRE Date: [ [/
Dear Customer,

Western Union strives to provide its consumers with a safe and secure maney transfer service. Western
Union has recognized you as a frequent consumer and in order to allow continued access to Western
Union, we are required to learn more about you and your use of the money transfer service.

In order to accomplish this and to assist Western Union in meeting its compliance obligations, please fill
in the questionnaire. Once completed please return to the agent or send the scanned documents at
{email address of the agent CO or C5C i

CUSTOMER INFORMATION:

First Name: Middle Name: Last Name:

Place of Birth: Date of Birth: [/ [

Present Address: Permanent Address:

Postal Code: City: Postal Code: City:

Country: Country:

Phone number: Nationality:

1D Type:

[] passport [] Alien Certificate of Registration/Immigrant

[] priver’s License [[] National Bureau of Investigation {NBI) Clearance

[[] Pprofessional Regulations Commission (PRC) ID [[] Palice Clearance Certificate {Electranic)

[[] social Security System {55S) ID card [] Government Service and Insurance System (GSIS) e-card
[] postal D [] veter'siD

[] senior Citizen Card [[] overseas Workers Welfare Administration {OWWA]) ID
] orwip [ seaman’s Book

|:| Integrated Bar of the Philippines ID
D Firearms license
[] certification from National Council for the Welfare of  [] Other IDs issued by the Government and its

Disabled Persons or NCWDP instrumentalities {Digitized hard plastic type)
ID number: Issue Date {if applicable): [ [
Issuer: Expiry Date {if applicable): | |

WHAT IS THE PURPOSE OF THIS TRANSACTION?

T Family Support/Living Expense ] Rent/Mortgage
[ savings/Investments [ Emergency/Medical Aid
O et [ charity/Aid Payment

[ Goods & Services Payment/Commercial Transaction

(please complete the section Business information and

Supporting Documents) [ Employee Payroll/Employee Expense
[ Travel Expense [] Gambling

[[] Education/School Fee

EMPLOYMENT STATUS:

] Employed Employer Name: GSI/S55 No.,

TIN:.




a. Receiving from family or friend - proof of relationship between sender and receiver {ex. birth certificate, marriage
certificate, etc.)

b. Receiving from employer/employee — please provide employment contract and employment 1D

c.  Receiving for business purposes - please provide required documents as enumerated in the section Business
Information and Suppaorting Documents

d.  Receiving from donor - please provide proaf of accreditation or authority from the DSWD of the donor (sender) or
charitable institution where the donor is affiliated

WERE THE TRANSACTIONS CARRIED OUT ON BEHALF OF A THIRD PARTY?

If yes, please describe the reason for carrying out transactions on
behalf of another person or business and complete the section
D No Business Information and Supporting Documents.
[] Yes, on behalf of another person

|:| Yes, on behalf of a business







ANNEX 7 — EXAMPLES OF SUSPICIOUS TRANSACTIONS

Common Indicators

The following are examples of common indicators that may point to a suspicious
transaction, whether completed or attempted. This list of examples is provided for
guidance only and is neither mandatory nor exhaustive.

General areas of suspicion

Customer admits or makes statements about involvement in criminal activities.
You are aware that a Customer is the subject of a criminal investigation.

Customer does not want correspondence sent to home address.

Customer appears to have accounts with several financial institutions in one area
for no apparent reason.

Customer conducts transactions at different physical locations in an apparent
attempt to avoid detection.

Customer repeatedly uses an address but frequently changes the names
involved.

Customer is accompanied and watched.

Significant and/or frequent transactions in contrast to known or expected business
activity.

Significant and/or frequent transactions in contrast to known employment status.
Ambiguous or inconsistent explanations as to the source and/or purpose of funds.
Where relevant, money presented in unusual condition, for example damp,
odorous or coated with substance.

Where relevant, nervous or uncooperative behaviour exhibited by employees
and/or Customers.

Customer shows uncommon curiosity about internal systems, controls and
policies.

Customer has only vague knowledge of the amount of a deposit.

Customer presents confusing details about the transaction or knows few details
about its purpose.

Customer appears to informally record large volume transactions, using
unconventional bookkeeping methods or “off-the-record” books.

Customer over justifies or explains the transaction.

Customer is secretive and reluctant to meet in person.

Customer is nervous, not in keeping with the transaction.

Customer is involved in transactions that are suspicious but seems blind to being
involved in money laundering activities.

Customer’s home or business telephone number has been disconnected or there
is no such number when an attempt is made to contact the customer shortly after
opening account.

Normal attempts to verify the background of a new or prospective Customer are
difficult.




Customer appears to be acting on behalf of a third party, but does not tell credit
institution staff.

Customer is involved in activity out-of-keeping for that individual or business.
Customer insists that a transaction be done quickly.

Inconsistencies appear in the Customer’s presentation of the transaction.

The transaction does not appear to make sense or is out of keeping with usual or
expected activity for the Customer.

Customer appears to have recently established a series of new relationships with
different financial entities.

Customer attempts to develop close rapport with staff.

Customer uses aliases and a variety of similar but different addresses.

Customer spells his or her name differently from one transaction to another.
Customer uses a post office box or General Delivery address, or other type of mail
drop address, instead of a street address when this is not the norm for that area.
Customer provides false information or information that staff of the bank or
financial institution believe is unreliable.

Customer offers credit institution staff money, gratuities or unusual favours for the
provision of services that may appear unusual or suspicious.

Customer pays for services or products using financial instruments, such as
money orders or traveller's checks, without relevant entries on the face of the
instrument or with unusual symbols, stamps or notes.

The bank/financial institution is aware that a Customer is the subject of a money
laundering or terrorist financing investigation.

The bank/financial institution is aware or becomes aware, from a reliable source
(that can include media or other open sources), that a Customer is suspected of
being involved in illegal activity.

A new or prospective Customer is known as having a questionable legal
reputation or criminal background.

Transaction involves a suspected shell entity (that is, a corporation that has no
assets, operations or other reason to exist).

Knowledge of reporting or record keeping requiremen ts

Customer attempts to convince employee not to complete any documentation
required for the transaction.

Customer makes inquiries that would indicate a desire to avoid reporting.
Customer has unusual knowledge of the law in relation to suspicious transaction
reporting.

Customer seems very conversant with money laundering or terrorist activity
financing issues.

Customer is quick to volunteer that funds are “clean” or “not being laundered.”
Customer appears to be structuring amounts to avoid record keeping, Customer
identification or reporting thresholds.

Customer appears to be collaborating with others to avoid record keeping,
customer identification or reporting thresholds.




Customer performs two or more cash transactions of less than the thresholds
specified seemingly to avoid the reporting requirement.

Identity documents

Customer provides doubtful or vague information.

Customer produces seemingly false identification or identification that appears to
be counterfeited, altered or inaccurate.

Customer refuses to produce personal identification documents.

Customer only presents copies rather than originals.

Customer uses foreign, unverifiable identity documents.

Customer wants to establish identity using something other than his or her
personal identification documents.

Customer’s supporting documentation lacks important details such as a phone
number.

Customer inordinately delays presenting corporate documents.

All identification presented is foreign or cannot be checked for some reason.

All identification documents presented appear new or have recent issue dates.
Customer presents different identification documents at different times.

Customer alters the transaction after being asked for identity documents.
Customer presents different identification documents each time a transaction is
conducted.

Cash transactions

Customer starts conducting frequent cash transactions in large amounts when this
has not been a normal activity for the Customer in the past.

Customer frequently exchanges small bills for large ones.

Customer uses notes in denominations that are unusual for the Customer, when
the normal practice in that business is different.

Customer presents notes that are packed or wrapped in a way that is uncommon
for the Customer.

Customer deposits musty or extremely dirty bills.

Customer consistently makes cash transactions that are just under the reporting
threshold amount in an apparent attempt to avoid the reporting threshold.
Customer consistently makes cash transactions that are significantly below the
reporting threshold amount in an apparent attempt to avoid triggering the
identification and reporting requirements.

Customer presents uncounted funds for a transaction. Upon counting, the
Customer reduces the transaction to an amount just below that which could trigger
reporting requirements.

Customer conducts a transaction for an amount that is unusual compared to
amounts of past transactions.




Customer frequently purchases traveller’'s checks, foreign currency drafts or other
negotiable instruments with cash when this appears to be outside of normal
activity for the Customer.

Customer asks a clerk at the credit institution to hold or transmit large sums of
money or other assets when this type of activity is unusual for the Customer.
Shared address for individuals involved in cash transactions, particularly when the
address is also for a business location, or does not seem to correspond to the
stated occupation (i.e., student, unemployed, self-employed, etc.)

Stated occupation of the Customer is not in keeping with the level or type of
activity (for example a student or an unemployed individual makes daily maximum
cash withdrawals at multiple locations over a wide geographic area).

Cash is transported by a cash courier.

Large transactions using a variety of denominations.

Economic purpose

Transaction seems to be inconsistent with the customer’'s apparent financial
standing or usual pattern of activities.

Transaction appears to be out of the normal course for industry practice or does
not appear to be economically viable for the customer.

Transaction is unnecessarily complex for its stated purpose.

Activity is inconsistent with what would be expected from declared business.

A business customer refuses to provide information to qualify for a business
discount.

No business explanation for size of transactions or cash volumes.

Transactions or financial connections between businesses that are not usually
connected (for example, a food importer dealing with an automobile parts
exporter).

Transaction involves non-profit or charitable organization for which there appears
to be no logical economic purpose or where there appears to be no link between
the stated activity of the organization and the other parties in the transaction.

Transactions That Do Not Make Economic Sense.

Transactions which are incompatible with the FLA’s knowledge and experience of
the consumer. For example, a sender regularly sends money home one time per
month and suddenly begins sending larger amounts every week to other people.
Frequent transactions where each transaction amount by itself is not significant
but the total of all the transactions is significant. For example, a consumer comers
in more than once during the same day or over several days and sends amounts
just under the reporting threshold to different people who are in the same
geographic area.

Transactions involving areas outside the country

Customer and other parties to the transaction have no apparent ties to the
country.
Transaction crosses many international lines.




Use of a credit card issued by a foreign bank that does not operate in country by a
customer that does not live and work in the country of issue.

Cash volumes and international remittances in excess of average income for
migrant worker customers.

Excessive demand for migrant remittances from individuals or entities based on
migrant worker population.

Transactions involving high-volume international transfers to third party accounts
in countries that are not usual remittance corridors.




Transaction involves a country known for highly secretive banking and corporate
law.

Foreign currency exchanges that are associated with subsequent wire transfers to
locations of concern, such as countries known or suspected to facilitate money
laundering activities.

Deposits followed within a short time by wire transfer of funds to or through
locations of concern, such as countries known or suspected to facilitate money
laundering activities.

Transaction involves a country where illicit drug production or exporting may be
prevalent, or where there is no effective anti-money laundering system.
Transaction involves a country known or suspected to facilitate money laundering
activities.

Personal transactions

Customer appears to have accounts with several financial institutions in one
geographical area.

Customer has no employment history but makes frequent large transactions or
maintains a large account balance.

The flow of income through the account does not match what was expected
based on stated occupation of the account holder or intended use of the account.
Customer makes one or more cash deposits to general account of foreign
correspondent bank (i.e., pass-through account).

Customer makes frequent or large payments to online payment services.
Customer runs large positive credit card balances.

Customer uses cash advances from a credit card account to purchase money
orders or drafts or to wire funds to foreign destinations.

Customer takes cash advance to deposit into savings or checking account.
Large cash payments for outstanding credit card balances.

Customer makes credit card overpayment and then requests a cash advance.
Customer visits the safety deposit box area immediately before making cash
deposits.

Customer wishes to have credit and debit cards sent to international or domestic
destinations other than his or her address.

Customer has numerous accounts and deposits cash into each of them with the
total credits being a large amount.

Customer deposits large endorsed checks in the name of a third-party.
Customer frequently makes deposits to the account of another individual who is
not an employee or family member.

Customer frequently exchanges currencies.

Customer frequently makes automatic banking machine deposits just below the
reporting threshold.

Customer’s access to the safety deposit facilities increases substantially or is
unusual in light of their past usage.




Many unrelated individuals make payments to one account without rational
explanation.

Third parties make cash payments or deposit checks to a Customer’s credit card.
Customer gives power of attorney to a non-relative to conduct large transactions.
Customer has frequent deposits identified as proceeds of asset sales but assets
cannot be substantiated.

Customer acquires significant assets and liquidates them quickly with no
explanation.

Customer acquires significant assets and encumbers them with security interests
that do not make economic sense.

Customer requests movement of funds that are uneconomical.

High volume of wire transfers are made or received through the account.

Customer makes large cash withdrawals from a business account not normally
associated with cash transactions.

Customer consistently makes immediate large withdrawals from an account that
has just received a large and unexpected credit from abroad.

Customer makes a single and substantial cash deposit composed of many large
bills.

Small, one-location business makes deposits on the same day at different
branches across a broad geographic area that does not appear practical for the
business.

There is a substantial increase in deposits of cash or negotiable instruments by a
company offering professional advisory services, especially if the deposits are
promptly transferred.

There is a sudden change in cash transactions or patterns.

Customer wishes to have credit and debit cards sent to international or domestic
destinations other than his or her place of business.

There is a marked increase in transaction volume on an account with significant
changes in an account balance that is inconsistent with or not in keeping with
normal business practices of the Customer’s account.

Asset acquisition is accompanied by security arrangements that are not consistent
with normal practice.

Unexplained transactions are repeated between personal and commercial
accounts.

Activity is inconsistent with stated business.

Account has close connections with other business accounts without any
apparent reason for the connection.

Activity suggests that transactions may offend securities regulations or the
business prospectus is not within the requirements.

A large number of incoming and outgoing wire transfers take place for which there
appears to be no logical business or other economic purpose, particularly when
this is through or from locations of concern, such as countries known or suspected
to facilitate money laundering activities.




ANNEX 8 — DA5 SANCTIONS AND PENALTIES

OFFENSES THAT MAY BE COMMITTED BY/ASSOCIATED SANCTIONS
TO OWNERS AND FLAs
First Second Third
1) Suspicious transactions identified to a specifi c location Offense Offense offense
and FLA
a. Split Transactions
For knowingly or intentionally splitting a transaction.
Failure to report split transactions to DA5 Compliance
Department within 3 days.
Written Suspensio | Possible
Repriman | n of terminatio
b. Flipped Transactions d for the Operator | n of
For knowingly or intentionally flipping a transaction locations | ID and contract
without inquiring as to the nature of the transaction. reminding | Password | with DAS
the of the FLA | thereby
For inadvertently failing to inquire as to the nature of | complianc | and for terminatin
the flipped transaction. epolicy | suspensio | g Western
and n of Union
procedure | location service.
c. Questionable Agent Activities s
d. Questionable Customer Activities retraining
for FLA.
e. Prohibited Transactions
i. internet casino- type gambling Written Suspensio | Possible
For knowingly or intentionally transacting money Repriman | n of terminatio
transfer use for gambling purposes. dforthe | Operator | nof
locations ID and contract
ii. sports betting reminding | Password | with DAS
For transacting money transfer knowingly that the the of the FLA | thereby
consumer purposes is for betting/ gambling. complianc | and for | terminatin
e policy suspensio | g Western
2) Data integrity issues and failure to carry outi  nternal and nof Union
control procedures procedure | location service.
s
a. Incomplete and  erroneous/ | fétraining
invalid customer information for FLA.
encoded in the system
b. Inadvertently entering
erroneous or invalid customer _ _ _
information in the system. Written Suspensio | Possible
Repriman | n of terminatio




Knowingly  or intentionally
entering erroneous or invalid
customer information in the
Translink

Failure to safe keep and provide
copies of  transaction/KYC
documents

Failure to keep a record of all
transactions within five (5) years
from the date of transaction

Incomplete and Improper Filling
out of Forms

Sharing of a Single Operator ID
by Two or More FLAs

. Transacting in Behalf of a

Customer

Transferring of Terminal ID to a
Different Location

Transferring of WU services to
another business person or
entity

d for the
locations
reminding
the
complianc
e policy
and
procedure
s
retraining
for FLA.

Written
Repriman
d for the
locations
reminding
the
complianc
e policy
and
procedure
S
retraining
for FLA.

Operator
ID and
Password
of the FLA
and for
suspensio
n of
location.

Suspensio
n of
Operator
ID and
Password
of the FLA
and for
suspensio
n of
location

n of
contract
with DA5
thereby
terminatin
g Western
Union
service.

Possible
terminatio
n of
contract
with DA5
thereby
terminatin
g Western
Union
service.







ANNEX 9 — SAMPLE INTERNAL AUDIT CHECKLIST FOR LOCAT IONS




